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Abstract: Since online-available documentseamoe and mae outclassing papebased
documents, the use of onlineferences is constantly @wing. Online eferences suffer
strongly from their often only tempaaiily character With the slightest modification - not to
mention a completeemoval of its onlineaferences - the scientific value of theferencing
document would decline. Thefore, mechanisms ameeded that $#e to peseve the value
of the documents in digital liaries. h this paperwe will discuss the concept andofwtype
implementation of a seice that can help to minimize thisginlem. The sefice poduces files
which contain signed dat&feriing to the online documents. These files will be used as fall
back online eferences. Offerg this data-file analogously to the link that points to theierig
nal online eference gives evgruserthe oppotunity to recover he respective online doc u-
ment even if the @ginal reference was modified ds not available anymer

1. Introduction

Anyone is familiar wih the semus prdolems that dse from the use of online documents in scientific warke
trouble with online eferences is theimore or less dynamic chacter An online document can get modified
overtime, can be moved to a diffant location ocan even beemoved all togethetn eithercase, the reference
pointing to that document becomes, in most caseghless. Although this pblem is not retricted to the sa-
entific field, it becomes vgrobvious heg. The value of scientific whrdepends to a vital degg on its efer-
ences. Only if a comphensive summugrof related wok is given, can the authsrintention be undstood and
the value of the wér be deterrmed. Futhemore, references help to pwent detailed dedptions of featues
that have akkady been discussed somevehelse extensively. Thegislem desdbed herds recently becoming
more ulgent since onlineeferences become merand ma@ common these days and outbalance pbhased
references.

In this paperwe will focus on these pblems and will offela quite simple but powkr solution. We will d e-
velop a concept and dedeeia praotype that can be used to evaluate the concept.

2. Concept

In order to solve the missing onlineference poblem, we tied to find a simple mechanism that can be used
commonly. Of couwse the additional effofor the authoiof a online document should be minimal. Only simpli c-
ity and apidness of the pcedue will result in a boad application on the WdrWide Web.

The concept that we developed id@rto provide keliable rderences in online documents is based on a gateway
sewice, that povides afterany data @nsfer i handled a digitally signed [1] log of thaaisfer With the signed
data tansferlog (SDTL) the user$ afterwads able to pove the data &nsferhe did. f he offeis those files to
any otheruses, they can in hindsigheconstuct the data msfer Since the log contains a signauthe co
rectness of the log can be #ied at any time.

A special scen&@, wheke this mechanism can be applied is of seuhe authamg of online documents. So if an
authorwants to use a online fazence forhis online document he only has to use a commonbtdd gateway
offering that sevice. Transfering the content of the onlineference via the gateway gives him aftards a
SDTL. This SDIL will contain the equest, theaply and the document itself as well as the signature.
Analogous to images linked in his/hanline document the author wocan povide the SOL along with his
document. Any link to an exteal online eference should then be followed by a link to the local available SDT
of that ieference. Now if the extaal online eference is lateremoved omodified forany reason, eades of the
online document arstill able to get the dginal content of theaference in fom of the SOL in a reliable way.

It takes little effot for them to validate the SIL. If the owner &the cetificate given in the SIDL is trust wo r-

thy they can now believe in the "copy" of the onlieferenced document.



21 SDTL-Conglomeration

The concept of the SDTL does nat determine, how many "documents” with their correspondng transfer logs can
be includedin one single file. Of courseit is pasible to putinto one single SDTL dl comporents, e.g. images,
that belongto thereferenced documert. Then a documert with al its components would be packed bgether.
Thenext stepis based of thethought, that the documert D one wantsto reference itself already references online
documents X,Y and Z. Guessed the concept of the SDTLs finds broad wse, the author of D would also provide
along with D SDTLsfor X,Y and Z. Now apackaged ®TL of D would asoincludethe SDTLsof X,Y andZ.
Such an assunption implies several impacts. We would like to mention two o them. At first the SDTL's size
could grow into buky regions. At second te ligher the depth of he reference chan becomes, the more the
probability of dudicate entriesrises.

Solutions for SDTL congomerations can be found either on sensible poli cies that constitute a sensible depth of
SDTL chains or in the concept of commonly accessible persistent services thatis described in the employment
section of this paper.

2.2  PublicKey Infrastructure

Althowgh not drectly clamed, only a working PKI [2, 3] can providethe basis for the broadly introdudion of
SDTLs. The critical point, where a PKI isrequiredis the verification of the Certificate of the trusted third part
that runs he gdeway. Furthermore a vadidation service [4] is need@l. In both cases there ae detours possible,
but the elegance of a PKI based sdutionis nat reached.

3. Prototype Implementation

In order to test the concept we implemented a prototype gateway program that offers the service described
above. The gateway program is amulti-threaded server implemented inJava[5]. On the one hand Java was cho-
sen, because d its datform independence. Codedin Java the program can be executed on most of the available
platforms. On the other hand Java provides a paverful securit  ap [6] along with several tools [7] handing
seaurity relevant tasks.

Any client that wants 1 use the service must change the preferences and configure the browser to use the gat e-
way as a proxy. Therefore the gateway program listens on a gven port for HTTP+equests [8] from clients.
Those requests are forwarded b the degination web-servers. The correspording replies of the servers are tran s-
ferred back to the clients. Each combination of request and the respective reply, building a request-reply-pair, is
loggedby the program.

Of coursethe program has to distinguish letween requests that came from dfferent clients. Therefore an identi-
fication of the clients is required. The prototype identifies at the moment each dient by its ip-address. This
mechanism of course only works, if not several clients share the same ip-address. Further improvements ma
resut in amore sophisticated version of our prototype where implementations could for example provide a dedi-
catedport for each client after registration for the service.

After abrowsing session, e.g. consisting of the davnload of a cocument with the appropriate images, the client
comects drectly to the gateway. Since the gateway itself is addressd in this reques, it will be handled in a
differert way. The server looks in its logs, temporarily storedin memory or in futureimplementationsin a data-
base, for al requeststhat camefromthat certainip-address. It transfersto the client a list with al those requests
from the last session. Since no regstration was made, the session itself is noreal session. At the moment e-
guests of a convenient time period of some minutes are stored in thememory. Thelist displayed tothe client in a
HTML-page contains for each request a link that trigge's the creation and dévery of a SDTL. Creation of a
SDTL means that the request and the reply are signed and stored in afile that is then downloadel by the client.
After the dowvnload of aSDTL the ugr canprovide it himsdf along with his/her online document that references
theonline version of the document corntained in the SDTL. Although the prototype daesnat support that feature,
itis planned to offer same kind of tunding of requestsin a SDTL. Bunding in this case means, that if aonline
document corsists of several parts, e.g. HTML-page plus some images those requests al will be packed in a
single SDTL. Thenanybody that has access to the bundled SDTL is able to reconstruct the whole document in
focus.

Of course the SDTL-files tat can be davnloadel from the gateway have a certain format. For the ease of i m-
plemertation we choose the Jar-file forma [9] as appropriate to be wsed in a prototype. The format offers two
features. At first the Jar files are compressed, which is no problem, since the Jar format is based on the zip-
format [10]. Thisis quiteimportart, since it minimizesthe placerequired to store the data. Furthermore it fasten
thetransfer of SDTLsthroughthe network. At secondJar files were designed to encapsuate dita and signatures
in a single file. This offers two further advantages. At first there is no new specification to be developed that
determines how any signature is © be stored in the file. At second tere are tools [11] broadly available that
allow the validation of the Jar file. Thisis very important insofar that in principle everybody has the ahility to
verify aSDTL.



Our prototype gaeway aeates the SDTLsin the following manrer. It creates a jar file that contains originally
fivefiles. Onefile for the request header, onefilefor the request data, onefilefor the reply header, one file that
istherequested document itself and finally the manifest[12]. Where the manifest isa kind of directory listing of
the Jar file's content. After the creation of that Jar file the gateway uses its private key to dgn thearchive. The
signing action results in two more files that are soredin the Jar file. Those files are the signature file [12] and
the signature block [12].

As mentioned above in principle validation of the SDTL is possiblefor anybody, since the accordant software i
distributedin abundle with the JDK freely by SUN. The verification of the signed Jar file can be tre with the
jarsigrertool [11]. Thisisacommand line based tod and therefore nat as easy to hande as a Graphical Use
Interface (GUI) based tool. Neverthelessone can with a simple commandfind out, if the signatures are correct.
Thevalidation process consists of twotask. Thefirst task is the import of the certificate of the party that did the
signing. This certificate hasto be accepted astrusted by theuser. In the terms of Java this means the usr has to
import the certificate with thekeytool [13] into his’he keystore[13]. The second sk is the actud verification of
the signatures contained inthe Jar file. For each stored file the jarsigner verifiesthe signatureandfinally makesa
statement that tells if the complete Jar file was successfully verified. In short the wser hasto check the correct-
ness of thecertificateandthe correctness of the signatures of the Jar fileto be ableto trust inthe SDTL.

Althowgh the prototype uses te Jar file format as an conaeteimplementation of a DTL thereisno reason, why
not other formats @n be devel oped and employed. Possible cardidates could bederived from the XML- Signatur
initiative [14] or the Signed Document Markup Language [14]. Depending on the requiremerts other information
canbe addedo SDTLs, probably signatures given by the document authorsthemselves.

4. Employment Scenarios

At the nomert we have two dfferent employment scenarios in the field of digital libraries and therefore the
provision of online dauments an our mind. Both scenarios have in common, that the worth of a online dc u-
mert is preserved by the provison of reliable, persistent copies d the online references wsed in hat documert.
The scenarios dffer with regard to the soragelocation of the SDTLs. On the one hand one can imagine a solu-
tion where the author of aonline cbocument stores the required SDTLs himself. He/she plces the SDTLs of all
online refererces wsedin higher document li ke images somewhere in the document-root near the document. Thi
enabl es anybody the has accessto the document to download the required referencesin the form of the SDTLsas
well.

Onthe other hand it seemsfeasible to provide acommonly available persistence service fo SDTLs. This service
could provide commonl SDTLs with aunique URI for each SDTL. In that case the SDTL is still generated as
described above. Instead of a download by the client, aform coud be presentedthat offers the user a contract'.
In this'cortract' the service provider could commit itself to keegp the newly generated SDTL at a gven URI an-
line available for a certain time. This time is equivalent to a guarantied lifetime of the reference. Therefore a
expration dete for the online reference is given. About an extension of the geriod could be negotiated a an
time.

For each SDTL at the persistence service a wnique URI must be assigned. Any author referendng a online
document could then provide along with the actual URI of the online available reference a correspondng link to
the URI of the SDTL that islocatedat the persistence service of the service provider.

Both services, the signing gateway as well as the pErsistence service, woud increase the value of arny digital
library. Therefore the parties offering the dgital libraries could probably have grea intereg in the provison of
those services them selves.

5. Usability

The concept that we suggest in thiswork is quite easy to handle from both sides, the service providers as well a
the ugrs. Most important is the fact, that thereare no modification at existing systems required. Authors of o n-
line dauments have only to dovnload the anline available dbcuments that they want to reference viathe gate-
way servicedescribed in his paer. This enablesthemto request a SDTL that can be employed to prove the data
transfer as well as the content of the dawnloaded d@uments. Online references in any newly created document
arenot eliminaed, thereis ody an endorsement, the SDTL. Problems with a missng or modified online refer-
ence an be solved by the employment of the SDTL. This file alows a simple recorstruction of the original
document. Furthermoreits authenticity is guarantied by the hopdully commonly trusted party that generated the
SDTL.

Suppsedthat therewill be tods ceveloped for management of SDTLs the concept will nat reault in any higher
addtiond effort than the effort required to manage a reference database with bibliographic cortent. In fact the
SDTLs canincrease the value of such a reference database dramatically. Next to the bibliographic information



andthe URI of areferencethere is also the document available. But nat only available, its content is provable fo
others. Therefore thereferences stored inthisway are even more valuable.

While any private use of the SDTL will not cause any problems, apublication of the concerned documents must
take the guestion of the original atuthor”s copyright into account. Probably consensud agreemerts with the refe-
enced authors provide a suitable solution for this problem.

6. Redated Work

In this section, ashort overview about similar concepts will be gven. On the one hand, one can concentrate on
systems that try to preservelinks [16,17,18]. Their problem arises from the modificationsthat have to be imple-
merted in the server software aswell as in the wsed daa transfer protocols. Furthermore, they canna solve the
problem that will occur when a linked document is not available online anymore.

On the other hand, we have to mertion dectronic notaries [19] in line with ime samping services [20]. The
service we describe in this paper which isto be wsedin the field of digital libraries is a combination of an ele c-
tronic natary anda time stamping service. In spite of the employment of separate services, we ropose a single,
integrated service. Furthermore, with the inclusion of the protocol header information into the sgned log-file,
addtiond valuewill be given. Itsimportance becomesobviousin cases like cortent negotiation [21] between the
browser software andthe web-server.

The most crucial feature distinguishing our concept from, for example, bi-directional links, is that no additional
work for the author of any referenced document isimplied. The conapt does not require that any author digitall
signs his or her document or maintains it in ary other way. It is oy the personwanting to preserve an online
document - the document being a vauable online reference for himor her - that will have some additional costs.
This person has to empby the signing gateway serviceand hasto providefor the provision of the SDTL.

7. Outlook

As mentioned n several sections of this paer, atthis gage, our work is till a combination of a concept and a
prototype implementation. On the one tand, the prototype helps to evaluae the @mncept. On the dher hand, it
will probably result in - hopdully minor - changes of the concept that will encourage itsbroad application.

Of course, the usahility of the conaept requiresaworking PKI. In combination with GUI based tools that handle
the management of the SDTLs, the employment of the concept seens possible.

Thus, thereis aneed for the conception and prototype implementation of a client which offers a slight automa-
tion of the SDTL manaement. Several features are planned for such a client program. In aldition to therequest
of SDTL condomerations, there shoud be features that allow simple validationof SDTLs. After the dawvnload
of a SDTL, the client tool shoud provide fast and easy access to the included dacuments as well as thetransfer
information.

All in all, the SDTL managment client can beimplemented as a kind of personal reference database tha can be
erhanced with corregponding bibliographic information. Given the fact that a SDTL also corntains the document
in question itself, one coutl speak of a personal digital library. Since the cortent canbe proved with the help of
thetrusted thrd party that signed the datatransfer, the evolvinglocal library isgainingvalue.

As described in the prototype section, further devel opment of the actual gateway program will focus on the gen-
eration of dedcated sessions. The combination of sessioninformation and the inteligent arrangement of all
requests relatedto a certain online document will increasethe usability of the service.

8. Conclusion

Anybody working a lot with online references is familiar with the advartages that are connected to their use.
Newertheless, dbcumernts that dgpendon a high nunber of online references tend to become worthless within,
sometimes, the shortest time. Reasons for this fact are nodification, movement or removal of the referenced
online documents. Mechanismthat try to preservethe links  the aigind documents ae very difficult to create.
Furthermorethey depend oncertain technigues on the server side. The catchword for thisis bi-diredional links.
In this paper we report aconcept anda prototypethat is egecidly interesting in the field of dgital libraries. Ou
concept ha the great advantage that no modifications of any web-server are required. Furthermore, the author
of any online resource  not have to modify their documents, by giving, for example, additional provision of
digital signatures.

The gateway concept guarantees that the service is available for anybody who trugs in the paty that is dfering
the service. The use of the service is quite easy and the prototype's data-transfer log format (Jar) alread offers a
practicable solution.



The servicewe suggest here does nat help to fix the broken link problem itself. What it doesisto offer the poss i-
bility of reading the content of areferenced document no matter if the original document wasmodified o e-

moved Furthermore, the signature given by the trusted party running he gateway allows a verification of the

content. The transfer information thd is dso included & well as the HTTP-Healers enables the reader to rep o

ducetheorigina request that reaultedin the availablelocd copy of the document. Therefore, our service hepsto

preserve the worth of online references and could solve some of the problems mentioned n [22].
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