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Abstract—Simulation is an efficient way to model a real system
by a computer program and is used to study and evaluate the
characteristics or behaviors of the system. In this paper, we
present an effective simulation tool that is designed for simulating
the working procedure of the Lock-Keeper system, which is a
high level security device for physically separating two networks.
Due to the special mechanism of data exchange within the Lock-
Keeper system, it is a challenging task to specify the Lock-
Keeper’s performance for a given application scenario. To get
enough performance data, the intuitive way is to practically
conduct numerous testing experiments and then analyze their
results, which is extremely time consuming. Therefore, we are
motivated to design and implement a simulator to predict the
Lock-Keeper performance theoretically. Compare with most of
available network simulation tools, the proposed simulator is
capable of simulating the transfer of application layer data, i.e.,
file based data streams. The simulator is built based on a simple
model of the Lock-Keeper data exchange procedure. Information
on a target application scenario can be specified within an XML
file, which is used as the input for the later calculation. Several
kinds of reports are generated by this specialized simulator to
indicate how the data is exchanged through Lock-Keeper. To
verify the simulation results, we conduct several experiments,
which practically test data transfer for the scenarios using the
real Lock-Keeper system. The comparison between theoretical
simulation and practical testing proves the effectiveness of our
proposed simulation tool.

Keywords - Network and Communication, Simulation, Perfor-
mance Measurement, Data Exchange, Lock-Keeper

I. INTRODUCTION

Over the past years, simulation has proved its capabilities
in many areas. Concerning the computer and communication
networks, simulation is often used to gain insight into func-
tionality, performance, optimization of the target or to conduct
related work on safety engineering, training, education, and
others [1]. Currently, there are lots of tools (either open source
or commercial) available for simulating the computer and
communication networks, e.g., NS-2 [2], NS-3 [3], OPNET
Modeler [4], OMNeT++ [5], and JiIST/SWANS [6]. As one of
the most popular network simulators, NS-2 has been proposed
for years to provide substantial support for simulation of TCP,
routing, and multicast protocols over wired and wireless (local
and satellite) networks. NS-3 is a discrete event network simu-
lator for Internet systems intended to replace the popular NS-2
simulator, as it is not backwards-compatible with NS-2. With
these existing simulation tools, common scenarios of computer
and communication networks can be simulated. However, most

of them concentrate on simulating the information on traffic,
performance, QoS, etc., of the target system at the network
(packet) level, e.g., Ethernet, IP, TCP, etc. Although some
tools, such as NS-2 and OPNET, are claimed to be capable of
simulating certain application protocols, such as FTP, Telnet,
http, etc., in most cases they are not flexible enough to simulate
complex application scenarios. To design suitable simulation
tools for modeling application layer data transmission within
different practical user cases remains to be a challenge.

As a high level security solution, Lock-Keeper has been
proposed as an efficient device for separating two networks
on the physical layer [7], [8], [9]. It consists of three inde-
pendent PCs, i.e., INNER, GATE, and OUTER. Besides, a
patented switching PCB (Printed Circuit Board) is deployed to
automatically change the connection inside the Lock-Keeper
for guaranteeing that there is only one connection existing
at a certain moment, either between INNER and GATE or
between OUTER and GATE. The normal network traffic will
be stopped on one side of Lock-Keeper, i.e., INNER or
OUTER. Meanwhile, application layer data (i.e, files) will
be created after analyzing the received traffic based on the
used application layer protocols. The files are then pulled
by GATE through the short live connection between GATE
and source. When the connection is switched, GATE pushes
those files to the other side. Afterwards, a normal network
connection is built to the original termination in the network
on the other side. By this way, online attacks, which mostly
depend on direct network layer connections, can be prevented
because there are always no physical connections between both
networks.

Due to the complexity of the entire working procedure,
it is not easy to represent and evaluate the Lock-Keeper
data exchange mechanism. In particular, it is always ex-
pected but unfortunately challenging to formally specify the
Lock-Keeper’s performance. Due to various kinds of possible
deployment scenarios, the performance of Lock-Keeper can
not be simply specified using some traditional parameters,
such as bandwidth, packet flow, and packet count, etc. On
the other hand, to get the Lock-Keeper’s performance for a
certain application scenario, a complicated process is often
required. It might consist of conducting a testing experimental
environment, designing the testing schemes to cover all the
possible data transmission cases required by this application,
performing the practical testings, analyzing the output data,
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and deducing the results. Therefore, we expect to have a
simulation tool to easily configure parameters of the scenario
and predict its performance results. Obviously, the above men-
tioned simulation tools do not meet our needs because of the
shortage on simulating application layer data transmissions.

The rest of this paper is organized as follows. In Section II,
we shortly present the principle of Lock-Keeper and challenges
to simulate its data exchange mechanism. The simple model
for representing data transfer of Lock-Keeper, the architecture
as well as the implementation of the proposed simulation tool
are introduced in Section III. A set of experimental results
on the simulation tool is presented in Section I'V. Finally, we
provide a short summary and an outlook on future works in
Section V.

II. OVERVIEW OF LOCK-KEEPER DATA TRANSFER

In this section, we briefly introduce the Lock-Keeper system
and discuss the challenges to specify its performance and
simulate the working procedure.

A. Lock-Keeper Principle

Lock-Keeper, an implementation of the “Physical Separa-
tion” concept, is a modern security system which can en-
tirely prevent specific attacks by physically separating two
networks[7], [8], [9]. A higher level of security can be guar-
anteed by a hardware-based implementation of the concept,
which works as a sluice to prevent hackers and malign data to
break into the internal network by any means of online attacks.

As shown in Figure 1, a SingleGate Lock-Keeper system
consists of three active, autonomous, and PC-based compo-
nents: INNER, OUTER, and GATE, which are connected
using a patented switch unit that restricts their communication.
Each Lock-Keeper component has its own system units (CPU,
RAM, hard disk, network cards, etc). On each component,
there is also an independent operating system and additional
programs which help to transfer or verify data, e.g., for
scanning viruses by the third-party anti-virus software.

The printed circuit board (PCB) of Lock-Keeper enables and
disables connections on the physical level, i.e., it interrupts
the network connections. The PCB has a fixed interval T
which determines how long the connection will exist. At
each interval, the switch on the PCB exclusively connects
either the INNER with the GATE or the GATE with the
OUTER. Therefore, the INNER and the OUTER are never
directly connected. The function and timing of this unit is
autonomous and cannot be changed or disengaged by anyone
who has access to the rest of the system. On the INNER and
the OUTER, there are application modules which only allow
supported traffic to be transferred to the GATE, i.e., other
traffic will be denied.

As indicated in Figure 1, the data is sent to and stored on
one of the two external Lock-Keeper components (OUTER
or INNER) firstly. OUTER or INNER then detects whether
there currently is a connection to the GATE available. In
case that there is no connection, it will wait until the switch
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establishes the connection. After this step, the data is trans-
ferred to the GATE where it is analyzed based on the security
policy or other requirements. Once it has successfully passed
the security check, for example virus scanning, the GATE
detects whether a connection to the other external component
(INNER/OUTER) is in place. If this is the case, the data is
transferred and can now be forwarded to the other side of the
Lock-Keeper system.

Because of the switching mechanism, the performance
of the Lock-Keeper system is seriously affected. To im-
prove its performance, the DualGate Lock-Keeper architec-
ture is proposed [10]. In the DualGate Lock-Keeper system,
there are two GATE components: GATEl and GATE2. A
new design of PCB is proposed to switch the connection
states between GATE1-INNER/GATE2-OUTER and GATEI-
OUTER/GATE2-INNER. With this new switching mechanism,
files can be transferred as soon as they arrive the external
computers without any other redundant waiting time [10]. The
efficiency of DualGate Lock-keeper system is improved in
most cases since there is no idle computer during the whole
process as well as there is no need to wait for connections.

B. Simulation Challenges

Based on the above mentioned principle, the data exchange
mechanism of Lock-Keeper has many special characteristics:

- Keep the basic principle of Physical Separation: There
is no direct physical connection between INNER and
OUTER at any time. Data can not be continuously
transferred inside Lock-Keeper.

- Data is exchanged by a Sluice mechanism: GATE
works as an intermediate station for relaying data.
There is only one door opened between GATE and IN-
NER/OUTER, either INNER and GATE or OUTER and
GATE. Meanwhile, the passing data should be checked
for the purposes of access policy or other content-based
security.

- The physical connection inside Lock-Keeper is con-
trolled by the hardware based PCB with a fixed inter-
val T: There is no possibilities to change the connection
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states. The transfer of a single file might be stopped
by the switch and should be reliably resumed after the
connection switches back.

- Data is exchanged on the application layer: Each com-
ponent of the Lock-Keeper (INNER/ OUTER/ GATE)
only transfers data in form of files. For the purpose of
application layer scanning, the file should be relayed to
the next stop only after all the content that belongs to
the file has completely arrived and passed the scanning
mechanism.

- The bidirectional data transfer is supported: Files can
be transferred either from INNER to OUTER or from
OUTER to INNER. During a single connection interval,
data can be transferred bidirectionally too. At a certain
point of connection interval, there could be maximal two
file transfers exist.

Due to these features, the network secured by the Lock-
Keeper significantly differs from traditional network. The
popular network simulators are not capable of simulating the
special working procedure of Lock-Keeper. On the other hand,
the performance of Lock-Keeper data transfer highly depends
on the practical application scenarios, i.e., average file size,
arrival frequency, single or double directions, etc. To describe,
explain, and measure the performance of Lock-Keeper for
non-professional and normal Lock-Keeper customers, a new
simulation tool, which can theoretically model the working
mechanism of Lock-Keeper and thereafter predict the perfor-
mance for a given scenario, is expected.

III. THE PROTOTYPE OF THE PROPOSED SIMULATION
TooL

In this Section, we present a feasible architecture design for
the expected simulation tool based on the working procedure
of a simple but typical deployment of the SingleGate Lock-
Keeper, as depicted in Figure 2. It includes a sending host and
a receiving host that are respectively connected to OUTER and
INNER of Lock-Keeper. When the sending host has a file to
transfer, it will send that file to the OUTER and afterwards
the file will be transmitted to the GATE when connection is
available as shown in Figure 2(a). After the GATE receives
the file from the OUTER, it will scan the file. If there is
no problem with the content, the file will be sent to the
INNER in the next available interval, as depicted in Figure
2(b). Similarly, files can also be transferred from the other
direction.

A. Modeling Lock-Keeper Data Transfer

In order to simulate the data transfer of Lock-Keeper, we
need a formal way to describe the data exchange mechanism of
Lock-Keeper. A mathematical model to theoretically calculate
the time required for transferring file(s) between components
of Lock-Keeper is expected. Basically, a complete Lock-
Keeper data transfer consists of two phases: from source to
GATE (Phase I) and then from GATE to the target (Phase
II). Both phases share the similar properties in spite that only
an additional step for scanning the file before being put in
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b
Fig. 2. Typical Deployment of a SingleGate Lock-Keeper

the queue is always required for Phase II. In this Section, we
briefly describe a way to model how the data is processed
in a phase of Lock-Keeper data transfer. The detail of a
mathematical model of Lock-Keeper is proposed in [11].
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The work flow of a data transfer phase, either Phase I or
Phase II, can be depicted as Figure 3. When a Lock-Keeper
component receives the file completely, it puts the file into the
file queue for the next transfer. The queue can be processed
according to different mechanisms, e.g., FIFO (First In First
Out), FILO (First In Last Out), or other customized processing.
Here we use FIFO as an example. The new file will wait in the
queue until all the previous files in the queue completely finish
their transfers. If currently there are no more files waiting
before the new file in the queue, the process of the new file
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will be started immediately. First, the component detects the
status of its connection with its neighbor component on the
way to the destination of the file. If there is no connection
available, the file has to be kept in the queue. If the connection
is available, the data transmission for this new file can be
started. The status of the network connection is monitored all
the time. Whenever the connection is cut off, the file transfer
will be stopped. The original file will be kept in the queue and
the rest of its data will be transferred within the next interval
while the physical connection comes back. If the file transfer is
finished before the connection switches, the source file will be
removed from the queue and some information about this data
transfer (e.g., the starting time, the terminating time, and the
duration of this file transfer, etc.) will be logged accordingly.
Then, the transfer of the next file in the queue can be started.

Based on the above mentioned process, we propose a
method to calculate the time to transfer a file among each
component of Lock-Keeper as follows:

Algorithm for Calculating the Time Duration for a Phase
of Lock-Keeper File Transfer

Input: a file
Do While <there is no connection available>
wait
End Do
If <can transferred in the time left of the connection >
Time = File Size / Throughput
Else
Do While (File size > Interval * Throughput)
File size = File size - Interval * Throughput
Time = Time + Interval
End Do
Time = Time + File Size / Throughput
End IF
Output: Time to transfer file

B. The Architecture of the Simulation Tool

Based on the previous analysis, we present the architecture
for our simulation tool as shown in Figure 4. To avoid the
complexity, the tool proposed in this paper works only for the
SingleGate Lock-Keeper. There are four major components:
Management, Scenario Editor, Simulator, and Visualization
Interface.

As described in Figure 4, the Management component con-
trols the overall simulation process. To conduct a simulation,
the user starts by specifying a scenario or loading an existing
one. A new scenario can be created by using the Scenario
Editor. Users can also create their scenario specifications by
using other XML supported editors. After a scenario has been
loaded, the Simulator module is able to be triggered. The
Simulator will parse and analyze the scenario file as well as
schedule the calculating tasks for file transfer (FT) agents (as
depicted in Figure 5). After the calculation conducted by the
respective agent, the results are stored in the simulation data
file. This simulation data is used by end interface to produce
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Fig. 4. The Architecture of the Lock-Keeper Simulation Tool

reports, graphs, or even to make a data flow visualization. Be-
sides, some scenario-independent parameters of the Simulator
can be specified in the Configuration file, e.g., the algorithms
for creating random number, resolution of the graph, format
of the output file, etc.

The Simulator is the core component of our simulation
tool. As depicted in Figure 5, it comprises a number of FT
agents and a scheduler to control FT agents. An FT agent is
responsible for calculating the time to transfer a file. It handles
the file queues on the each component of Lock-Keeper, and
detects the status of the connection. Based on the information
given in the scenario file, the scheduler knows when it has
to send the request to which FT agent. When the FT agent
receives a request from the scheduler, it calculates the time for
transferring the file and returns the result to the scheduler. The
FT agent is realized based on the Phase description in Figure
3. The algorithm described in Section III-A is implemented in
the FT agent for calculating the time to transfer a file. When
the scheduler receives the result from the FT Agent, it will
instruct the Result Processing to postprocess and the store the
result to the simulation data file.
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C. The Structure of the Scenario File and the Simulation Data

As the input and output of the Simulator component, the
scenario specification and the simulation result should be
structured in the formal way.
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1) The Scenario Specification: The information required by
the Simulator is specified in an XML file that contains Lock-
Keeper parameters (e.g., the switching interval 7', the network
bandwidth between two possibly connected component, the
version of Lock-Keeper, etc.) and descriptions on a given
application scenario(the file size, the transfer direction, the
number of the files, the arrival frequency, etc.). The scenario
specification files can be simply created with the support of
some easy-to-use interfaces provided by the Scenario Editor,
stored in the scenario repository, and fed to the Simulator. An
example of the scenario specification is shown below:

An Example of the Scenario Specification
< ?xml version="1.0"2>
<lk>
<parameters>
<interval>10</interval>
<bandwidth>104875600</bandwidth>
</parameters>
<fileSets>
<file>
<fileName> File 1</fileName>
<fileSize>12345</fileSize>
<sendingHost> Internal</sendingHost>
<receivingHost>External</receivingHost>
<numberOfFile> I <numberOfFile>
<putRate>0</putRate>
<totalSize>1048576KB</totalSize>
<roundTrip>0</ roundTrip>
</file>

</fileSets>
</k>

The scenario description consists of the information on all
files to be transferred. Currently, we count only the following
paraments:

- fileSize: the size of the file in Bytes.

- sendingHost and receivingHost: can be one of the following
values INNER/ OUTER/ GATE/ Internal/ External

- numberOfFile: the number of files to be transferred. It is
optional and only used for the scenario where multiple files
need to be transferred.

- putRate: the rate that the files is sent from the source (in
millisecond). This element is optional and only specified when
the numberOfFile is specified.

- totalSize: the total size of all the files.

- roundTrip: is used for representing the transfer mode. The
value could be set to either O or 1. If it is set to 1, the file will
be transferred back as soon as it arrives at the destination.

2) The Simulation Data: The result produced by FT Agent
is stored in the result file (also referred to as the simulation
data). It is used to keep the detailed information about the
journey of each file, such as when the file arrives at which
component, when it is transferred to the next component, etc.
It is also an XML file with the following structure:

An Example of the Simulation Data
<?xml version="1.0"?7>
<lk>
<parameters>
<interval>10</interval >
<bandwidth>104875600</bandwidth>
<startTime>10:20:30 08/12/2008 </startTime>
<switchPosition>IN-GATE</swicthPosition>
<putRate>0</putRate>
<totalSize> 1048576 KB</totalSize>
</parameters>
<fileSets>
<file>
<fileName>...</fileName>
<fileSize>...</fileSize>
<sourceType>...</sourceType>
<destinationType>...</destinationType>
<tI>..</tl>
<2>..</12>
<t3>..</M3>
<t4>...</t4>
<t5>...</th>
<t6>...</t6>
<t7>..</t7>
<t8>...</t8>
</file>

</fileSets>
</lk>
Where:
- startTime: the time when the simulation starts.

- switchPosition: the initial switching state when the Lock-
Keeper is switched on. It is given randomly when a simulation
instance is started, either IN-GATE or GATE-OUT.

- tl: the time when the sending host starts to send the file.

- t2: the time when the INNER/OUTER receives the entire file
sent from the sending host.

- 13: the time when the INNER/OUTER starts to send the file
to the GATE

- t4: the time when the file arrives at the GATE.

- t5: the time when the GATE starts to send the file to the
OUTER/ INNER.

- t6: the time when the file, sent by the GATE, arrives at the
OUTER/ INNER.

- t7: the time when the OUTER/INNER starts to send the file
to the Receiving host.

- t8: the time when the entire file arrives at the receiving host.

D. Proof-of-Concept

Based on the above described architecture, a practical sim-
ulation tool is developed as a Proof-of-Concept(PoC). It can
simulate most of possible scenarios of the SingleGate Lock-
Keeper file transfer.

Using the tool, we test a scenario example for transferring
2096 files from the OUTER to the INNER. Each file has
the random file size (between 2 and /023 KB) and the total
size of all files is / GB. The files are put one by one on
OUTER every 250 ms. When all files reach its destination, the
process will repeat in the reverse direction (from the INNER
to the OUTER). We configure the Simulator for simulating
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the SingleGate Lock-Keeper with the switching interval 715
seconds and the bandwidth of the connection between the
INNER/OUTER and GATE to be 100 Mbps. After processing
this scenario file, our tool creates the report on the performance
of the SingleGate Lock-Keeper, as depicted in Figure 6.

The detailed simulation results are visualized on the Figure
7. The two graphs on the left side describe the time duration
while files are waiting on the OUTER/INNER and the GATE
before the transmission (i.e., d2 and d4). The other two on the
right side show the time duration of each file transfer (i.e., d3
and d5). As shown on the Figure 7, most of the files have to
wait on the INNER and OUTER for a long time before being
transferred (maximum is nearly 300s). That is due to queue
processing and connection switching. However, on the GATE
the waiting time is much shorter (maximum is 30s). The reason
is that the queue length on GATE is usually very short, i.e.,
in most cases, the Phase II of the file transfer can be started
immediately after the switch changes. In comparison with the
waiting time, the transmission duration is much shorter. Only
some peaks happen in case of the file transfer is interrupted
by the connection switch while the rest of this file needs to
wait a whole switching interval for being transferred. It can
be recognized that the waiting time is one of the main factors
which affects the performance of Lock-Keeper.

IV. EXPERIMENTS

In this Section, we run the simulations as well as conduct
practical testings for several application scenarios of Lock-
Keeper file transfer. The simulation data is compared with the
real-world testing data. The parameters used by our simulation
tool are listed as follows:

- T: 15 seconds

- Link speed: /00 Mbps

A. Transfer a Large File

In this scenario, we try to transfer one / GB file from
OUTER to INNER. When the file arrives at its destination
it will be sent back immediately. The results of the simulation
and the practical experiment are shown in Table 1.

TABLE I
THE DURATION FOR TRANSFERRING A 1GB LARGE FILE

Direction | Simulation (s) | Practice (s)
OUTER -> INNER 521.17 1124.86
INNER -> OUTER 505.55 1176.61

As shown on Table I, we separately list the overall duration
for each "ONE-WAY TRANSFER”, i.e., the sum of d2, d3,
d4, and d5 on the way of OUTER to INNER or INNER
to OUTER. It takes about 52/ seconds in theory (but /125
seconds in practice) to transfer the file from the OUTER to
the INNER and 506 seconds in theory (but //77 seconds in
practice) to transfer the file from the INNER to the OUTER.
The simulation results are faster, more than double times,
than the practical experiment. One of the reasons could be
the transmission rate (between INNER/OUTER and GATE

) in practice is actually different with the transmission rate
in theory although both are based on the same link speed of
100 Mbps. The transmission rate (i.e., how much the overall
link speed can be actually reached, usually also called as
bandwidth) used by our simulation follows the calculation
method proposed in [12]. We use a fixed window size (/7
KB) in the simulation while the window size is changed all
the time in practice by the Slow-start algorithm applied for
TCP congestion control [13][14][15].

B. Transfer Multiple Files with the Same Size

In this experiment, we transfer /000 files ( each file has the
same size /0 KB) with different putting rate (frequency). In
the first case, we put all files on OUTER at the same time. As
soon as all files arrive at the other side, the testing is repeated
from the other direction. In the next case, we put one file
every 250 ms on OUTER. The testing is repeated from the
other direction after getting all files on the other side. In the
following cases, the putting rate on OUTER are respectively
500, 750 and 1000 ms/file. We count the time duration for
transferring all the files from OUTER to INNER and then
from INNER to OUTER as a "RETURN TRANSFER”. The
results are described in Table II.

TABLE 1T
THE OVERALL DURATION FOR A RETURN TRANSFER OF 1000 FILES WITH
THE SAME FILE SIZE 10 KB

Put Rate (ms) | Simulation (s) | Practice (s)
0 190.28 522.60

250 514.07 519.74

500 1037.04 995.46

750 1537.94 1521.11

1000 2046.14 2028.54

C. Transfer Multiple Files with Random Size

In this experiment, we transfer 2096 files from OUTER to
INNER and back. The files are randomly created with the size
between 2 and /024 KB and total size of / GB. The testings
are repeated by cases of putting rate 250, 500, 750 and 1000
ms/file. Similarly, we just count the time required for finishing
the transfer of all the files from both directions as a "RETURN
TRANSFER”. Table III shows the results.

TABLE III
THE OVERALL DURATION FOR A RETURN TRANSFER OF 2096 FILES WITH
RANDOM FILE SIZE

Put Rate (ms) | Simulation (s) | Practice (s)
0 1931.19 2175.48

250 1636.18 1971.79

500 2127.36 2131.28

750 3166.69 3151.43

1000 4210.82 4217.55

D. Preliminary Analysis of Results

As shown previously, our simulation tool works for most of
the possible scenarios of file transfer through the Lock-Keeper
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Lock-Keeper Performance Report

Lock-Keeper Type Switch Interval Number of File Total Size Single Size
Single Gate 15s 2096 1048576 KB 2~1023 KB
Transfer Testing Direction Iode
OUT-->IN/IN-->QUT Put one file to LK every 250 ms ,as soon as all the files arrive at
the other side, repeat the testing from the other direction
OUT--=IN d2 a3 a4 ds Sum
Average 121322,301 127,223 13909,842 69,966 135429,332 ms
Max 281557 15126 30178 15079 341940 ms
Min 3104 2 10680 3 13789 ms
Overall Data 1048576 KB
2096 files
time 13,565667 mins
81394 s
throughput 1288,271863 KBIs
2575128 filesls
IN--=0UT
d2 a3 a4 ds Sum
Average 123719,031 134,389 13738,372 62,792 137654583 ms
Max 288141 15126 15071 127 318465 ms
Min 0 2 4437 2 4441 ms
Overall Data 1048576 KB
2096 files
time 13,704083 mins
822245 s
throughput 1275,259807 KBIs

*d2:
*d3:
*dd:
*d5:

transfer time from INWFR/OUTER. to GATE

transfer time from GATE to OUTER/INNER

2,549119 files/s

waiting time in the queue "to be transferred” on INNER/OUTER

scanning time + waiting time i the queue "to be transferrved” on GATE

Fig. 6. The Simulation Report of Lock-Keeper File Transfer: An Example

system. The comparison results show that the simulation data
is highly similar with the results we got from the practical test-
ing experiments, which proofs the accuracy of our proposed
simulation tool. For such a special scenario as transferring
a very large file, the simulation tool needs to be optimized.
More factors can be taken into account for improving the
accuracy, e.g., size of congestion window, the time to process
files in queue, the overhead of the switch, the time to scan
files, etc. Furthermore, to simplify our simulation as well as
the setup of practical experiments, we do not consider the
communication between the Sending Host or Receiving Host
and the Lock-Keeper. It makes sense to extend the simulation
tool by integrating some possible influential factors, such

as the transmission rate of receiving data from the external
Sending Host and sending data to the external Receiving Host.

V. CONCLUSION

In this paper, we propose a specialized simulation tool
for simulating the behaviors of data communication at the
application layer, especially, for being applied to predict the
performance of file transfer. The simulation tool is built based
on a simple model which can formally represent the data
exchange mechanism of Lock-Keeper. The tool can be used
to simulate most of the Lock-Keeper application scenarios. A
prototype implementation is presented in the paper. Besides,
the simulation is verified by comparing the outputs from the
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Fig. 7.

simulation tool and results from the practical testing experi-
ments. The tool can help to demonstrate the working procedure
of Lock-Keeper as well as estimate its performance in case of
customer-specified scenarios. Many future works are expected
to optimize the tool, e.g., introducing new parameters for the
the basic model, simulating and testing the DualGate Lock-
Keeper, integrating the communication between Lock-Keeper
(i.e., INNER or OUTER) with source and target hosts of the
file, combining our application layer simulator with existing
network simulation framework, such as NS-3 or OMNeT++
[16], visualizing the whole procedure on how the data is
processed/transferred by the Lock-Keeper, etc.
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