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Abstract—Cloud Computing as a service-on-demand architec-
ture has grown in importance over the previous few years. One
driving force of its growth is the ever increasing amount of dita
which is supposed to outpace the growth of storage capacity.
This way, public cloud storage services enable organizatis to
manage their data with low operational expenses. Howeverhe
benefits of cloud computing come along with challenges and
open issues such as security, reliability and the risk to bene
dependent on a provider for its service. In general, a switch
of a storage provider is associated with high costs of adaptg
new APIs and additional charges for inbound and outbound
bandwidth and requests. In this paper, we describe the desig
architecture and implementation of Cloud-RAID, a system that
improves availability, confidentiality and integrity of data stored
in the cloud. To achieve this objective, we encrypt user's da
and make use of the RAID-technology principle to manage data
distribution across cloud storage providers. Our approachallows
users to avoid vendor lock-in, and reduce significantly the ast
of switching providers. In general, the data distribution is based
on users’ expectations regarding providers geographic |ation,
quality of service, providers reputation, and budget prefeences.
In this paper, we also discuss the security functionality ad reveal
our observations on the overall performance when encryptig and
encoding user's data.

I. INTRODUCTION

times more information available than was available fiveryea
ago.

However, for a customer (service) to depend on solely
one cloud storage provider (in the following provider) has
its limitations and risks. In general, vendors do not previd
far reaching security guarantees regarding the data retent
Users have to rely on effectiveness and experience of vendor
in dealing with security and intrusion detection systems. F
missing guarantees service users are merely advised tpptncr
sensitive content before storing it on the cloud. Placenoént
data in the cloud removes many of direct physical controls
that a data owner has over data. So there is a risk that
service provider might share corporate data with a margetin
company or use the data in a way the client never intended.
Further, customers of a particular provider might expexgen
vendor lock-in. In the context of cloud computing, it is a
risk for a customer to become dependent on a provider for
its services. Common pricing schemes foresee charging for
inbound and outbound transfer and requests in addition to
hosting the actual data. Changes in features or pricingnsehe
might motivate a switch from one storage service to another.
However, because of the data inertia, customers may not
be free to select the optimal vendor due to immense costs
associated with a switch of one provider to another. The

Cloud Computing is a concept of utilizing computing as anobvious solution is to make the switching and data placement

on-demand service. It fosters operating and economic exffici

decisions at a finer granularity then all-or-nothing. Thisild

cies and promises to cause an unanticipated change in basinebe achieved by replicating corporate data to multiple stera
Using computing resources as pay-as-you-go model enabl@soviders. Such an approach implies significant higheragter
service users to convert fixed IT cost into a variable costthas and bandwidth costs without taking into account the segurit
on actual consumption. Therefore, numerous authors aggue fconcerns regarding the retention of data.

the benefits of cloud computing focusing on the economic

value [10]. However, despite of the non-contentious finainci
advantages cloud computing raises questions about priva

security and reliability.

A more economical approach which is presented in this
per is to separate data into unrecognizable slices, vereh

istributed to providers - whereby only a subset of the nodes
needs to be available in order to reconstruct the origintd.da

Among available cloud offerings, storage services reveal aThis is indeed very similar to what has been done for years at

increasing level of market competition. According to iSlipp the level of file systems and disks. In our work we use RAID-
[9] global cloud storage revenue is set to rise to $5 billionlike (Redundant Array of Independent Disks) techniques to
in 2013, up from $1.6 billion in 2009. One reason is theovercome the mentioned limitations of cloud storage in the
ever increasing amount of data which is supposed to outpadellowing way:

the growth of storage capacity. Currently, it is very difftcu

to estimate the actual future volume of data but there are 1)
different estimates being published. According to IDC egwi

[11], the amount of digital information created and repkch

is estimated to surpass 3 zettabytes by the end of this year.
This amount is supposed to more than double in the next two
years. In addition, the authors estimate that today thef is

Security. The provider might be trustworthy, but
malicious insiders represent a well known security
problem. This is a serious threat for critical data
such as medical records, as cloud provider staff has
physical access to the hosted data. We tackle the
aforementioned problem by encoding and encrypting



the original data and later by distributing the frag- of current disks and CPUs, the libraries used (for

ments transparently across multiple providers. This both erasure coding and encryption) are easily fast
way, none of the storage vendors is in an absolute enough to provide good performance, reliable and
possession of the client’s data. Moreover, the usage secure storage system;

of enhanced erasure algorithms enables us to improve
the storage efficiency and thus also to reduce the total
costs of the solution.

2) Service Availability. Management of computing re-
sources as a service by a single company implies Il.  ARCHITECTURE OVERVIEW

;[jhe I’IS(;< of a smgfle point OL faﬂ?_re. Th'lsdfljf"‘."u:? The ground of our approach is to find a balance between
bepekn ston manfi/wactors Su? ask fm_:;mua tl 'ﬁu t"_asoenefiting from the cloud’s nature of pay-per-use and enguri
(bankrup CY)’ Software or network fallure, etc. How- o security of the company’s data. The goal is to achieve
ever, even if the vendor runs data centers in variouy ., 2 hajance by distributing corporate data among meltip|
geographic regions using different network providers, g . 1o ' roviders, automizing big part of the selectiorcess
It may ha}ve the same soﬁwqre mfrastructurg. There-of a cloud provider, and removing the auditing and adminis-
fc:lrer,] a fa;llure in the src:ftware ]Lfn one c?]nter will aﬁeCt.Itrating responsibility from the customer’s side. As menéd
all the other centers, hence affecting the service avally e ‘the pasic idea is not to depend on solely one storage
ab|l|t_y. IgsJuIy 2308’ ffor gitancebAmazon fstorz_;\gel rovider but to spread the data across multiple providers
E(_atrwce 12;"3% ownl or oduc;s ecaui(_a ora smg ‘gsing redundancy to tolerate possible failures. The amproa
it error [18]. Our solution addresses this issue byisqiniiar 1o a service-oriented version of RAID. While RAID
storing the dalfar(])n geveral Q:jOUd.S' Wherleby no S'ngléj']nanages sector redundancy dynamically across hard-drives
enflre copg Ot tfe at% resi eso;n toneb ocat|_(|)n6| aN%ur approach manages file distribution across cloud storage
only & SUbset of providers needs to be avallable Irlproviders. RAID 5, for example, stripes data across an array
3 (I;r(jl'ert}(l)' reanstrucththel data. fail. A di of disks and maintains parity data that can be used to restore
) ai"lcﬁ dl It?:/.o . dTitEeedc bnolgr%)lll (E)ar:]tra?;léS Cceor::equg Otfo the data in the event of disk failure. We carry the principle
businegses and otheyr organizations hgve frequentIOf t_he RAID-technology to cloud infrastructure. In_order to
lost data from a virtual environment. A number that dchieve our goallwe foster the usage of erasure coding tehni
igsu by 140 percent from iust last vear. Admittedi (see 1lI-C2). This enables us to tolerate the loss of one or
P by P . year. Y. more storage providers without suffering any loss of conten

in the recent times, no _spectacular outages were 0 13].Our architecture includes the following main compuotse
served. Nevertheless failures do occur. We deal wit

the problem by using erasure algorithms to separate o User Interface Module. The interface presents the

e A performance evaluation of Cloud-RAIDs security
component.

data into packages, thus enabling the application to user a cohesive view on his data and available fea-

retrieve data Correctly even if some of the prOVIderS tures. Here users can manage their data and Specify

corrupt or lose the entrusted data. requirements regarding the data retention (quality of
4) Data lock-in. By today there are no standards for service parameters).

APIs for data import and export in cloud computing. .
This limits the portability of data and applicatons ~® Resource Management ModuleThis system com-

between providers. For the customer this means that ponent is responsible for an intelligent deployment of
he cannot seamlessly move the service to another data based on the user’s requirements.

provider if he becomes dissatisfied with the current  §  pata Management Module.This component handles
provider. This could be the case if a vendor increases data management on behalf of the resource manage-
his fees, goes out of business, or degrades the quality ment module.

of the provided services. As stated above, our solution

does not depend on a single service provider. The Interested readers will find more background information
data is balanced among several providers taking inten our previous work [17],[4]. The system has a number
account user expectations regarding the price andf core components that contain the logic and management
availability of the hosted content. Moreover, with |ayers required to encapsulate the functionality of déffer
erasure codes we store only a fraction of the totaktorage providers. The next section gives an overview on the
amount of data on each cloud provider. In this way,implementation of our system on a more detailed level.
switching one provider for another costs merely a

fraction of what it would be otherwise. Il. DESIGN

The main contributions of this paper are: In this section we describe how we achieve the goal of
L the consistent, unified view on the data management system
e We present an %pp"ca“o_” t.hf"‘t can be used to OVeIts the end-user. The web portal is developed using Grails, JN
come the limitations O(; |nd|V|((jjut?l clouds by using 54 ¢ technologies, with a MySQL back-end to store user
encryption, erasure codes and Dy Integrating varioug ., nts; current deployments, meta data, and the cajebili
cloud storage providers; and pricing of cloud storage providers. Keeping the meta dat

e An set of experiments showing that given the speedéoca”y ensures that no individual provider will have acces
to stored data. In this way, only users that have authoadmzati

Lhitp://www.krollontrack.com/resource-library/cagesies/ to access the data will be granted access to the shares of (at



least) k different clouds and will be able to reconstruct the o

data. Further, our implementation makes use of AES for sym-
metric encryption, SHA-1 and MD5 for cryptographic hashes
and an improved version of Jerasure library [13] for using
the Cauchy-Reed-Solomon and Liberation erasure codes. Ou
system communicates with providers via "storage conngttor
which are discussed further in this section.
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requirements regarding the data storage. Interestedneacde

directed to our previous work [16] which gives a more dethile

background on the identification of suitable cloud provider [3], [2], [5]). By reading this object, we know a provider's
in our approach. In short, the user interface enables usergputation concerning each performance parameter (egy. ha
to specify their requirements (regarding the placement antigh response time, low price). With this information the
storage of user’s data) manually in form of options (e.gadat system creates a prioritized list of repositories for easéru
might be placed based on user’'s price or quality of servicen general, the number of storage repositories needed to

expectations). ensure data striping depends on a user's cost expectations,
availability and performance requirements. The total nenaib

B. Storage Repositories repositories is limited by the number of implemented sterag
connectors.

1) Cloud storage providersCloud storage providers are
moc_ieled as a storage entity that supports not more _than S®. Data Management
basic operationscreate a container,write a data object, ] . . I
read a data object/ist all data objectsdelete an object 1) Data model: In compliance with [1] we mimic the
and get Digest which returns the hash value of the specifieddat@ model of Amazon's S3 by the implementation of our
data object. Further, the individual providers are notteds €ncoding and distribution service. All data objects areexto
This means that the entrusted data can be corrupted, deletedin CONtainers. A container can contain further containers.
leaked to unauthorized parties [12]. This fault model encomEach container represents a flat namespace containing keys
passes both malicious attacks on a provider and arbitrasy da@Ssociated with objects. An object can be of an arbitrary
corruption like the Sidekick case (section I). The protscol SiZ€: UP 10 5 gigabytes (limited by the supported file size of
require n = k + m storage clouds, at mosh of which cloud providers). Objects must be uploaded entirely, asgbar
can be faulty. Present-day, our prototypical implemeatati Writes are not allowed as opposed to partial reads. Ourrsyste
supports the following storage repositories: Amazons 8ali ~ €stablishes a set of repositories for each data object of the
available regions: US west and east coast, Ireland, SingapoUSer- These represent different cloud storage repositorie

and Tokyo), Box, Rackspace Cloud Files, Azure, Google Cloud  2) Encoding: Upon receiving a write request the system
Storage (EU and US), HP Cloud Service and Nirvanix SNDsplits the incoming object inté data fragments of an equal
Further providers can be easily added. size - calledchunks. Thesek data packages hold the original
data. In the next step the system addsadditional packages

. . s whose contents are calculated from thehunks, whereby:

of storage providers are created semi-automatically based nandm are variable parameters [13]. This means, that the act

an analysis of corresponding SLAs which are usually writte .
in a plain natural language [6]. Until now the claims statedof encoding takes the contents/otiata packages and encodes
them onm coding packages.

in SLAs need to be translated into WSLA statements and up-
dated manually (interested readers will find more backgdoun In turn, the act of decoding takes some subset of the collec-
information in our previous work [16] ). Subsequently thetion of n = k + m total packages and from them recalculates
formalized information is imported into a database of thethe original data. Any subset of chunks is sufficient to
system component nameskrvice repository The database reconstruct the original object of size[15]. The total size
tracks logistical details regarding the capabilities afrage of all data packets (after encoding) can be expressed wéth th
services such as their actual pricing, SLA offered, and jglays  following equationy(£xk)+(£m) = s+(£xm) = sx(1+22).
locations. With this, the service repository representsal p  With this, the usage of erasure codes increases the totabsto
with available storage services. by a factor of7*. Summarized, the overall overhead depends
on the file size and the defined m and k parameters for the

datg) dl\i/ls?:icbhl,ll'[}ga -gréﬁufselggts'gg 8:] 3;0er?g?e1%?lévr;izss ;%Litr?ierasure configuration. Figure 1 visualizes the performance
P r6ur application using different erasure configurations.

user interface. After matching user requirements and gesvi
capabilities, we use the reputation of the providers to pced In our work we make use of the Cauchy-Reed-Solomon
the final list of potential providers to host parts of the isser algorithm for two reasons. First, according to [13] the algo
data. A provider’s reputation holds the details of his his&l  rithm has a good performance characteristics in compatison
performance plus his ratings in the service registries and iexisting codes. In their work, the authors performed a head-
saved in a Reputation Object (introduced in our previouskwor head comparison of numerous open-source implementatfons o

2) Service repositoryAt the present time, the capabilities



Cloud-RAID Jerasure thread per provider per data package in such a way that the
encryption, decryption, and provider accesses can be #acu
in parallel.
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However, most erasure codes have further parameters as for
— examplew, which is word siz&. In addition, further parameters
25% are required for reassembling the data (original file sizshh
B value, coding parameters, and the erasure algorithm used).
-27% This metadata is stored in a MySQL back-end database after
performing a successful write request.

3) Data Distribution: Each storage service is integrated by
the system by means of a storage-service-connector (in the
3, 1] ' 4, 2] ' 10, 1] ' following service-connector). These provide an interratli
’ ’ ’ layer for the communication between the resource managemen
Erasure configurations [k, m] service (see section |lI-D) and storage repositories kiolsye
(a) Encoding of a 100kB data object storage vendors. This enables us to hide the complexity in
dealing with proprietary APIs of each service provider. The
Cloud-RAID Jerasure basic connector functionality covers operations like tioga
1600 deletion or renaming of files and folders that are usually
supported by every storage provider. Such a service-commec
1400 must be implemented for each storage service, as each provid
1200 offers a unique interface to its repository. As discussetieza
1000 in this chapter all accesses to the cloud storage providers c
800 be executed in parallel.

600 - 4) Reassembling the dataWhen the service receives
400 || . | a read request, the se_rvice component fet_cwf,-s‘rom n
data packages (according to the list with prioritized sEvi
200 ] [ B providers which can be different from the prioritized-ite-

0 T T ] list, as providers differ in upload and download throughasit

[3,1] (4, 2] [10, 1] well as in cost structure) and reassembles the data. This is

due to the fact, that in the pay-per-use cloud models it is not
. . economical to read all data packages from all clouds. There-
(b) Encoding of a 100MB data object fore, the service is supported byl@ad balancercomponent,
which is responsible for retrieving the data units from thastn
appropriate repositories. Different policies for loadaraling
and data retrieving are conceivable as parts of user's data a
distributed between multiple providers. Interested rezadell

. . . . . find more information about distribution strategies in owrkv
various coding techniques which are available to the génerz[lﬂ].

public. Second, the algorithm allows free selection of ngdi
parameters k and m. Whereas other algorithms restrict the
choice of parameters. Liberation Code [14] for example isp
a specification for storage systems with n = k + 2 nodes to
tolerate the failure of any two nodes (the parameter misfikan  This component tracks each user’s actual deployment and
is equal to two). However, the functionality of the encodingis responsible for various housekeeping tasks:

component is based on the Jerasure library [13] which is an

open C/C++ framework that supports erasure coding inséorag 1) The service is equipped with a MySQL back-end

Time taken (in milliseconds)

-51% +18%

Time taken (in milliseconds)

Erasure configurations [k, m]

Fig. 2. Total time taken when Jerasure and Cloud-RAID liesaare used
to encode data objects of varying sizes.

Resource Management Service

applications. In our implementation we were able to improve database to store crucial information needed for de-
the overall performance of the library by more than 20%. ploying and reassembling of users data.

Figure 2 summarizes the results of 20 runs executed on test 2) Further, it audits and tracks the performance of the
machine 1 (see IV-Al). participated providers and ensures, that all current

deployments meet the corresponding requirements
specified by the user.

3) The management component is also responsible for
scheduling of not time-critical tasks.

Competitive storage providers claim to have SLAs ranging
from 99% to 100% uptime percentages for their services.
Therefore choosingn = 1 to tolerate one provider outage or
failure at time will be sufficient in the majority of cases.u&h

it makes sense to increageand spread the packages across . . .
more providers to lower the overhead costs. Further details can be found in our previous work [17] and

[5].

In the next step, the distribution service makes sure that
each _enCOded data package is sent to a different storag€the description of a code views each data package as havisits worth
repository. In general, our system follows a model of oneof data.
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Fig. 3. Total time taken when encryption occurs either kefor after the encoding step. Tests were executed on a dialtaguad-core CPU. The bars
correspond to the complete data processing cycle: the emrod a data object into data packages, the subsequentpgiocryof individual chunks in parallel
threads, the decryption of data packages and finally theseeading of the data in the decoding step. The opposite @mesmpasses the following operations:
encryption, encoding, decoding and decryption.

IV. SECURITY keys to decrypt the data. In general, we performed two sets
of experiments with different erasure configurations - aoe f

AlthOUQh erasure algorithms perfprm a series of COd'n_Qnitial encryption prior to the encoding step and anotheevi
operations on data, they do not provide far reaching sgcurit, o o5

functionality. There may be enough data in the encode

fragments that useful content (a username and a password or 1) Experiment Setup:We employed two machines for

a social security number for example) could be reassemblethe experiment. Neither is exceptionally high-end, butheac
The only protection measure provided through erasure godinrepresents a middle-range commodity processor, whichldghou
is the logical and physical segregation of the data packagebe able to encode, encrypt, decrypt and decode comfortably
as these are distributed between different providers. Thusvithin the 1/O speed limits of the fastest disks, where:

we implemented a security service which enables users of _ i . . _
our application to encrypt individual data packages prior t ® Machine 1: Windows 7 Enterprise (64bit) system with

their transmission to cloud providers. The encryption athm an Intel Core 2 Duo E8400 @3GHz, 4 GB installed
depends on the user’s security requirements specified in the RAM and a 160 GB _SATA Seagate Barracuda hard
user interface. In general, our implementation makes usgeof drive with 7200 U/min;

AES-128 and AES-256 algorithms for data encryption. Ontop 4 Machine 2: Windows 7 Enterprise (64bit) system with
of this, we use SHA-1 and MD5 cryptographic hash functions an Intel Core i5-2500 @ 3,30GHz, 16 GB DDR3
to test the integrity of cloud-stored data. RAM, 64bit Windows 7 Ultimate and a Seagate Bar-

racuda hard drive with 7200 U/min.

A. Encryption 2) Results: Figures 3 shows the results of 100 runs (per

Concerning the security strategy, it is important to deter-machine) executed in a random order. The test encompasses
mine the point when the encryption occurs and who holds théhe complete data processing cycle: the encoding of a data
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object, its subsequent encryption, its decryption and Ilfinal
the decoding step. We observe, that the processing order
(encode encrypt vs. encrypt encode) does not really matter
with the dual-core processor. This applies despite thetfeadt

the usage of erasure algorithms causes an additional storag
overhead (see 1lI-C2). With regard to erasure configuration
there is another factor of importance: whether the sum of the
configuration attribute¢ andm is odd or even (see erasure
configurations [4,1] and [4,2] as well as [10,1] and [10,2]
in figure 3). This has an impact on the parallel processing
(encryption of the data) in the following step. However, the 0 1MB |

test with a quad-core processor provides the expectedtsesul Cloud RAID [4,2]
first, the encoding of smaller data objects causes a significa
higher 1/0 overhead and second, the encryption of larges file
(executed in parallel threads) after an initial encodirep st
more efficient than the opposite. With this, we made a detisio

to encrypt data after its being encoded intooding packages. Fig. 4. Time taken for the encoding and upload of data objeftts Cloud-
RAID. The encoding step requires not more than 0,5% of thieeetéata upload
. process. The data packages were sent to the following p®zicGoogle US,

B. Key possession Amazon EU, Amazon (US-west-1), Nirvanix, Azure and Googlé. E

1— MEncode Upload
12000

8000

4000

Time taken (in ms)

10 MB |

M Encode 47 ms =0,3% 15ms=0,37%
Upload 15615 ms = 99,7 % 4042 ms =99,63 %

Another important part when developing an encryption

strategy is key the possession. The only encryption OptioR} 5150 employs erasure code techniques to reduce overhead
: e U&yhile still benefiting from higher availability and duraibi
managed by the cloud storage providers, which is convenient pa|p-Jike systems. Our concept goes beyond a simple
to the user (the provider can assist with data restoration fojistribution of users’ content. RACS lacks the capabiiseich
example) but it entails a certain amount of risk. On one han(gs intelligent file placement based on users’ requirements o
there are laws and policies that allow government agencieg,;jomatic replication. In addition to it, the RACS systeneslo

easier access to data on a cloud than on a private Servef, iy 1o solve security issues of cloud storage, but fosuse
For example, in the USA the Stored Communication AClyqreon vendor lock-in. Therefore, the system is not able to

enables the FBI to access data without getting a warrantor thyetect any data corruption or confidentiality violations.
owner’s consent. Furthermore, closed subpoenas may ftrohib

providers to inform their customers that data has been given The future of distributed computing has been a subject of
to the government [19]. On another hand there is always thinterest for various researchers in recent years. In [8pBrg
chance of a disgruntled employee circumventing security anand Buyya introduce a service for intelligent data placemen
using the data in a way the user never indented. and automatic replication which enables content creators t
. leverage the services of multiple cloud storage providers.
_In order to provide the user 100% control over the encrypygyever, this work does not address security and provider
tion process, we store the keys locally so that no third party E)Ck_in concerns which are mainly addressed in our approach
able to access and read the secured data. This, however aQrier, in our work we do not aim to allocate resources from

creates a single source of failure and means that the backiyp,,q providers to sell them to the customers. Our service

of the keys and metadata required for reassembling the dals a5 an abstraction layer between service vendors and

is in the responsibility of the user. However, the mitigat®f  geryice users automatising data placement processesctin fa

this issue is part of our future work and analysis. our approach enables cloud storage users to place theiodata
the cloud based on their security policies as well as quafity

C. Observations service expectations and budget preferences. Furtheihere

sage of erasure algorithms for data placement is moreesffici

To assess the impact of encryption and encoding on th an a native replication (in terms of storage and costs).

overall performance of the data transmission process we pe
formed a further experiment on our dual-core test machire. W
utilized the system to transfer some data to a set of randomly VI CONCLUSION

selected providers. The results represented in figure 4E@pt | this paper we outlined some general problems of cloud
the end-to-end transmission performance of our appliatio computing such as security, service availability and a gene
with files of varying sizes (IMB and 10MB). Compared with is for a customer to become dependent on a service provider
case of significantly higher transmission rates, encryptian  deals with the mentioned concerns. In a nutshell, we dis-

be added with no noticeable performance impact. tribute users’ data across multiple providers while inétigg
with each storage provider via appropriate service-cotongc
V. RELATED WORK These connectors provide an abstraction layer to hide the

The main idea underlying our approach is to providecomplexﬂy and differences in the usage of storage services

RAID technique at the cloud storage level. In [1] authors We use erasure code techniques for striping data across
introduce RACS, a proxy that spreads the storage load ovenultiple providers. The first experiments proved, that give
several providers. This approach is similar to our work aghe speed of current disks and CPUs, the libraries used are



fast enough to provide good performance and reliable storag [4]
system. The average performance overhead caused by data
encoding is less than 0,4% of the amount of time for data
transfer to a cloud provider. With this, encoding is doméaiat

by the transmission times and can be neglected. Here, théd®!
storage overhead can be varied to achieve higher avatiabili
values depending on user requirements.

By spreading users data across multiple clouds our ap-[e]
proach enables users to avoid the risk of data lock-in andl’]
provide a low-level protection even without using security
functionality. Further, our approach has also an advantdge
the user having total control over the encryption procese T
first results showed, that encryption can be added with no(8]
noticeable performance impact. All in all, we enable theruse
to take the full responsibility for data security and redamcly
depending on the individual needs and requirements. Haweve (9]
additional storage offerings are expected to become dlaila
in the next few years. Due to the flexible and adaptable naturgg,
of our approach, we are able to support any changesin eg<istir[11]
storage services as well as incorporating support for new
providers as they appear. [12]

VII.

In the last month, we deployed your application using sevel?!
commercial cloud storage repositories in different caestr
in order to conduct a comprehensive test of our system. Thgy
results of the experiment are being analyzed currently atid w
be addressed in our next publication. Whilst our systemills st
under development at present, we will have to use the resiults [15]
the conducted experiment to improve the overall perforraanc
and reliability.

FUTURE WORK

[16]
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