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Abstract. While traditionally the environment considered by an autonomous
mechatronic systems only consist of the measurable, surrounding physical world,
today advanced mechatronic systems also include the context established by the
information technology. This trend makes mechatronic systems possible which
consist of cooperating agents which optimize the system behavior by adjusting
their local behavior and cooperation structure to better serve their current goals
depending on the experienced mechanical and information environment. The
M ECHATRONIC UML approach enables the component-wise development of
such self-optimizing mechatronic systems by providing a notion for hybrid components and support for modular verification of the safe online-reconfiguration.
In this paper, we present an extension to the formerly presented solution which
overcomes the restriction that only purely reactive behavior with restricted time
constraints can be verified. We present how model checking can be employed to
also verify the safe modular reconfiguration for systems which include components with complex time constraints and proactive behavior.

1

Introduction

To realize advanced mechatronic systems such as intelligent cooperating vehicles
(cf. [1]), the engineers from the different disciplines mechanical engineering, electrical engineering, and software engineering have to cooperate successfully. The development of such systems becomes even more challenging, if the mechatronic systems
should be able to adjust their behavior and structure at run-time (cf. self-adaptation and
self-optimization [2–4]).
The environment of autonomous mechatronic subsystems today no longer consist
only of the physical world. In addition, the context built by the interconnection of the
system via information technology such as local bus systems or wireless networking
technology has to be taken into account. Therefore, today more flexible mechatronic
systems are developed which require complex online reconfiguration schemes for the
control algorithms which can effect not only a single component but whole hierarchies
of connected components.
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The M ECHATRONIC UML approach provides an approach for the componentwise development of such complex self-optimizing mechatronic systems. It supports
a component notion and the specification of required online reconfiguration activities
which go across multiple levels of a component hierarchy [5–7]. Therefore, onlinereconfiguration can be employed also on the higher levels of the system control but
also across the boundaries traditionally given by the involved disciplines. The M ECHA TRONIC UML approach also supports model checking techniques for real-time processing at the higher levels. It addresses the scalability problem of these techniques by
supporting a compositional proceeding for modeling and compositional verification of
the real-time software when using the UML 2.0 component model and the corresponding definition of ports and connectors as well as patterns [8, 9].
In [6], an approach to combine such a compositional approach with techniques to
ensure the proper modular reconfiguration has been presented which require a rather
restricted purely reactive behavior and rather restricted local timing constraints for the
subordinated components. More complex timing constraints including clock invariants
which enforce certain reconfiguration sequences or proactive behavior in the sense that
the subordinated component autonomously decides that a reconfiguration is required
is currently not supported. In this paper, we present how the verification of the safe
reconfiguration can be accomplished with model checking to also cover these two cases.
The paper proceeds with an informal introduction on modeling with the M ECHA TRONIC UML approach by means of an example given in Section 2. Then, the simple
syntactical check for purely reactive components with only local externally relevant
timing constraints for the reconfiguration is outlined in Section 3. In Section 4, the example is extended with proactive behavior and non complex timing constraints which
effect the reconfiguration. The concepts and first evaluation results for verifying the
safe reconfiguration follow in Section 5. We close the paper with a discussion of related
work and a final conclusion including an outlook on planned future work in Section 6.

2

Modeling

In this section we introduce our M ECHATRONIC UML approach focusing on modeling
with hybrid components (cf. [10]).
To outline our approach, we employ an example which stems from the RailCab1
research project at the University of Paderborn. Autonomous shuttles are developed
which operate individually and make independent and decentralized operational decisions. The shuttle’s active suspension system and its optimization is one example for
a complex mechatronic system whose control software we design in the following. The
schema of the relevant physical model of our example is shown in Figure 1(a). The suspension module is based on air springs which are damped actively by the displacement
of their bases and three vertical hydraulic cylinders which move the bases of the air
springs via an intermediate frame – the suspension frame. The vital task of the system
is to provide the passengers a high comfort and to guarantee safety when controlling
the shuttle’s coach body. In order to achieve this goal, multiple feedback controllers are
used with different capabilities in matters of safety and comfort [11].
1
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Fig. 1. 1(a)Scheme of the suspension module / 1(b)Monitor and its environment

We focus on 3 controllers which provide the shuttle different comfort: The Reference controller provides sophisticated comfort by referring to a trajectory describing
the required motion of the coach body in order to compensate the current track’s unevenness, slopes, etc. To guarantee stability, all sensors have to deliver correct values.
In case of e.g. incorrect values the less comfortable Absolute controller has to be applied, which requires only the vertical acceleration as input. If this sensor fails, our
Robust controller, which provides the lowest comfort, but requires just standard inputs
to guarantee stability, has to be applied. We have to distinguish between two different
cases: atomic switching and cross fading. In the case of atomic switching, the change
can take place between two computation steps. If the operating points of the controllers
are not identical, it will be necessary to cross-fade between the two controllers.
The architecture of the suspension module is depicted in Figure 1(b). The Monitor
component coordinates its embedded components BC, Sensor, and Storage. Further, it
communicates via the MonitorRegistration pattern with the Registry. If Registry sends
the information about the upcoming track section to Monitor, the Monitor stores it in the
Storage component. Sensor provides the signals. To model the hierarchical embedding
of the BC component into the Monitor component, aggregation for UML 2.0 components
is used. The non-hierarchical link of the Monitor component to the Registry component
is described by two ports (as defined in the UML 2.0 as unfilled boxes) and a connector.
To additionally model the quasi-continuous aspects of the model in form of communication via continuous signals, we extend the UML by continuous ports, depicted
by framed triangles whose orientation indicates the direction of the signal flow. The
behavior of the hybrid component is specified by means of an extension of UML State
Machines called hybrid reconfiguration charts. We employ Real-Time Statecharts [12]
to describe required real-time behavior and refer the continuous behavior by embedding appropriate basic quasi-continuous block configurations (cf. the BC component
behavior in Figure 2(a)).
While a common hybrid automaton specification requires always the same input and
output signals for every location, the required controller logic with its specific required
input and provided output signals is specified within each state of a hybrid reconfiguration chart (cf. Figure 2(a)). The continuous ports that are required in each of the
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Fig. 2. Behavior description of the BodyControl (2(a)) and the interface state chart (2(b))

three interfaces are filled black, the ones that are only used in a subset of the states
are filled white. In our notion of hybrid reconfiguration charts we introduce additional
fading-transitions, which are visualized by thick arrows, while atomic switches have the
shape of regular arrows. Parameters of a transition are: A source- and a target-location,
a guard and an event trigger, information on whether or not it is an atomic switch, and,
in the latter case, a fading strategy (ff ade ) and the required fading duration interval
d = [dlow , dup ] specifying the minimum and maximum duration of fading.
For embedding or connecting a hybrid component we do not need all details of the
component realization, but only enough information about its externally observable behavior such that compatibility can be analyzed. In Figure 2(b) the related interface
state chart of the BC component is displayed. The interface automaton abstracts from
the continuous behavior, it still contains the information about the input-output dependencies and permits us to abstract from all internal variables and signals.
Therefor we present in the following a concept for the behavioral embedding of the
subcomponents within the hybrid reconfiguration charts of a component (Section 2),
which permits to check consistency w.r.t. reconfiguration at a purely syntactical level
(Section 3).
By assigning a configuration of aggregated subcomponents (not only quasicontinuous blocks) to each state of a hybrid reconfiguration chart by means of UML
instance diagrams, the behavioral embedding of subcomponents is realized (see Figure
3). A switch between the locations of the monitor chart then implies a switch between
locations of the interface state charts of the embedded components.
The behavior of the Monitor component is specified by a hybrid reconfiguration
chart (cf. Figure 3). We have assigned the BC component in the appropriate state to
each location of the upper orthogonal state of the chart. E.g., the BC component instance in state Reference has been (via a visual embedding) assigned to the location
AllAvailable of the monitor where zref as well as z̈abs are available. The communicaton
with the Registry is described in the lower othogonal state of Figure 3 (cf. [6]). The upper orthogonal state consists of the states RefAvailable and AllAvailable which represents
whether the required reference curve is available for the current track. The upper state
is synchronized by the lower one.
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Fig. 3. Behavioral embedding in the Monitor realization

3

Safe Reconfiguration for Reactive Subcomponents

For the outlined M ECHATRONIC UML approach, two specific verification tasks for the
resulting systems are supported. At first the real-time coordination of the distributed
software, which is modeled with UML 2.0 components and connectors and are only
interconnected by verified coordination patterns, can be verified using a compositional
model checking approach [8, 9]. Secondly, a restricted subset of the outlined hierarchical component structures for modeling of discrete and continuous control behavior
can be checked for the consistent reconfiguration and proper real-time synchronization
w.r.t reconfiguration [6]. In addition, the second approach can be embedded into the
first one.
3.1

Modular Reasoning

In the following, we outline the modular reasoning concept which underlies the second
verification task. A hierarchical component structure is described by a set of component
instances C1 , . . . , Cn and functions sub, sub∗ : {1, . . . , n} → ℘({1, . . . , n}) where
sub(i) is the index set of all directly aggregated subcomponents of Ci and sub∗ (i)
the transitive closure of sub including the input index i. For each component instance
Ci we assume a related automaton Mi representing the hybrid reconfiguration chart
of the component instances and an automaton MiI for the interface state chart. Each
automaton M has an interface I(M ) consisting of its input and output signals and
variables. Two automata can be composed in parallel (k) and the interface of a single
automaton M can be restricted by hiding all synchronization signals and variables not
included in an interface I denoted by M |I (cf. Appendix A for some basic definitions
for the employed automata and refinement notions).
Starting with a leaf component Cj where sub(j) = ∅, we require that for the component behavior Mj described by a hybrid reconfiguration chart and the more abstract

interface behavior MjI described by an interface state chart holds refinement:
Mj vHY MjI .

(1)

For a non leaf component Ck , we require that for MkI and Mk plus the interface
automata of all subordinated components holds

(2)
(Mk k kl∈sub(k) MlI )|I(MkI ) vHY MkI ,
We can ensure that condition 2 holds by proving that between the component behavior
and the interface automata refinement holds (Mk |I(MkI ) vHY MkI ) and that the interference between Mk and its subcomponent behaviors
Ml with l ∈ sub(k) results always

in correct embedding ((Mk k kl∈sub(k) MlI )|I(Mk ) vHY Mk ).
Condition 1 and 2 each provide a local abstraction condition for each component
Ck and its behavior Mk as well as its interface automata MkI . By induction over the
tree structure we can thus reason in a modular manner that each component behavior as
well as interface automaton is refined by whole tree consisting of its direct and indirect
subcomponents including the component itself.


kl∈sub∗ (k) Ml |I(Mk ) vHY Mk
∧
kl∈sub∗ (k) Ml |I(MkI ) vHY MkI (3)
To apply the outlined modular reasoning concept in practice, we require effective and
efficient procedures to check refinement and embedding. For more general hybrid systems than rectangular automata, where all analog variables follow trajectories within
piecewise-linear envelopes and are reinitialized whenever the envelope changes, reachability is undecidable [13], and even for systems where these restrictions apply, the
model checking is in practice restricted to rather small examples. Therefore, we restrict
our attention here to the real-time processing and real-time configuration and the question whether only consistent configurations with well-formed continuous equations can
be reached.
In a first step, we can simply abstract from the continuous behavior of an automaton M by only taking into account the clocks such that the reconfiguration charts and
interface state charts can be mapped to Real-Time Statecharts. Then, the transformation
rules from Real-Time Statecharts to timed automata introduced in [14] can be employed
to check refinement as well as embedding. Note that for the timed automata instead of
vHY only vRT plus the condition 8 for the variable dependencies have to be checked.
It is to be noted that such an abstraction might be rather coarse if subtle timing
effects only result from the continuous behavior and related guards of the transitions.
In such cases, however, the correct reconfiguration of a system depends on the detailed continuous control behavior which is usually subject to environment disturbance.
Therefore, we think this restriction is acceptable.
3.2

Checking Refinement

In our preceding work [6] we drastically restricted the timing constraints that are allowed in the interface state charts to those ones which only restrict the duration of
transitions (or better the duration for the corresponding states of the timed automaton).

Definition 1. A location l’ is a fading location if a clock c and constants a0 and b0 exists
such that only a single transition t ∈ T to leave l0 exists with t = (l0 , a0 ≤ t ≤ b0 ),
for all transition (l00 , g, S, R, l0 ) ∈ T holds that c ∈ R, and C(l0 ) = c ≤ b0 . A location
l is passive iff C I (l) = true and for all transitions (l, g, S, R, l0 ) ∈ T with l0 a fading
location holds g = true. An automaton M = (L, D, I, O, T, S 0 ) is simple if sets of
passive locations Lp and fading locations Lf exists with L = Lp ] Lf .
Due to this simplification, we could employ a simple syntactical checking procedure to
I
determine whether a simple interface automaton M I = (LI , DI , I I , OI , T I , S 0 ) for
a given simple interface state chart is correctly refined by a given component behavior
M = (L, D, I, O, T, S 0 ). For Lf ⊆ L and LI = LIp ] LIf with LIp the passive locations
of LI , LIf and Lf the fading locations, and a given mapping map : LIp → ℘(L) between
the passive states of the interface automaton and the related states in the underlying
realization of the component in form of a hybrid reconfiguration automaton, we can
check whether the real-time refinement holds as follows:
1. For all states li ∈ LIp , l ∈ map(li ), and l0 ∈ Lf we check that for each pair of transitions between passive locations and intermediate fading location holds that the
refinement provides only the same external synchronization and operates strictly
within the time frame offered by the interface automaton:
∀(l, g, S, R, l0 ), (l0 , g 0 , S 0 , R0 , l00 ) ∈ T, ∃(li , g 00 , S, R, li0 ), (li0 , g 000 , S 0 , R0 , li00 ) ∈ T I :
g 0 = true ∧ g 00 = a ≤ t ≤ b ∧ g 000 = aI ≤ t ≤ bI ∧ c(l0 ) = t ≤ b ∧ c(li0 ) = t ≤ bI ∧
aI ≥ a ∧ b ≥ bI ∧ l0 ∈ Lf ∧ li0 ∈ LIf ∧ g = true ∧ R = R0 = {t} ∧ l00 ∈ map(li00 )
∀(li , g, S, R, li0 ) ∈ T I : g = true ∧ ∃(l, g 0 , S, R0 , l0 ) ∈ T ∧

_

g 0 = true

(l,g 0 ,S,R0 ,l0 )∈T

2. For all states l, l0 ∈ L \ Lf check that all transitions between them (which relate to
atomic one at the state chart level) are either covered by related transitions of the
interface automaton or preserve the mapping:
∀(l, g, S, R, l0 ) ∈ T :
(S = ∅ ∧ ∀li ∈ LI : (l ∈ map(li ) ⇒ l0 ∈ map(li ))) ∨
(g = true ∧ ∃(li , true, S, R0 , li0 ) ∈ T I ) : l0 ∈ map(li0 ).

3. For all states l ∈ Li check that l 6∈ Lf and that they are covered by assigned initial
locations of the interface automatona: ∃li ∈ LIi : l ∈ map(li ).
In addition, for all l ∈ L and li ∈ Li with l ∈ map(li ) must hold that any dependency between an input and output variable in the realization D(l) is also present in the
related interface automaton DI (li ) .
3.3

Checking the Embedding

To ensure a correct embedding, the correct real-time coordination of the fadingdurations etc. have to be checked first. By restricting our considerations here to simple

interface state charts, we can check that the hybrid reconfiguration chart alone is an abstraction of the hybrid reconfiguration chart combined with the interface state charts of
the subcomponents (see condition 2). Again, as reachability is undecidable (or at least a
hard problem) for most practical hybrid systems, we proposed in [6] to avoid the analysis of the complete state space and instead use a static check which only operates on the
state and transition sets of the hybrid reconfiguration automaton Mi and the interface
automaton MlI with l ∈ sub(i).
S
Given a function mode : L × sub(i) → j∈sub(i) LIj such that for all l ∈ L and
j ∈ sub(i) holds mode(l, j) ∈ LIj . We further assume that all local transitions are
labeled with the I/O set ∅ and that Lf ⊆ L and LIj = LIj,p ] LIj,f with LIj,p and Lp all
passive locations and LIj,f and Lf are all fading locations.
1. For all states l ∈ L \ Lf and l0 ∈ Lf we check that for each pair of transitions
between passive locations and intermediate fading location holds that each aggregated component j ∈ sub(i) holds that a pair of transitions exists which operates
strictly within the time frame offered by M :
∀(l, g, S, R, l0 ), (l0 , g 0 , S 0 , R0 , l00 ) ∈ T, ∃(lj , gj , Sj , Rj , lj0 ), (lj0 , gj0 , Sj0 , Rj0 , lj00 ) ∈ TjI :
g 0 = a ≤ t ≤ b ∧ gj0 = aIj ≤ t ≤ bIj ∧ c(l0 ) = t ≤ b ∧ c(lj0 ) = t ≤ bIj ∧ aIj ≥ a ∧ b ≥ bIj ∧
l0 ∈ Lf ∧ lj0 ∈ LIi,f ∧ g 0 = true ∧ R0 = {t} ⊆ R ∧ lj = mode(l, j) ∧ lj00 mode(l00 , j)

2. For all states l, l0 ∈ L \ Lf , each aggregated component j ∈ sub(i), and all transitions (l, g, S, R, l0 ) ∈ T , check that the atomic transitions are covered or do not
result in any mode change:
(mode(l, j) = mode(l0 , j)) ∨ (∃(lj , true, Sj , Rj , lj0 ) ∈ T I ) : lj0 = mode(l0 , j).

3. For all initial states l ∈ Li and all aggregated components j ∈ sub(i) with lj =
mode(l, j), check that all initial locations are covered : lj ∈ LIj,i .
We have proven in [6, 15] that this check guarantees for the restricted case of simple
interface state charts that condition 2 is fulfilled.
Monitor
Behavior
when(nextSegment)
data(Vector zRef)? /

db
AllAvailable

AbsAvailable

:BC[Reference]

:Sensor[On]

:BC[Absolute]
when(next
Segment)
noData? /

:Sensor[On]

dd

storage:Storage

BC
Behavior
zRefOK

Reference
zref
z̈abs

Absolute

d3
zRefFailure

z̈abs

d2

Fig. 4. Scheme for the syntactical checking of correct reconfiguration

In Figure 4, the part of the monitor behavior and a part of the interface state chart
of the embedded BC component (cf. Figures 2(b) and 3) are depicted. The semantics of
the reconfiguration chart requires that a transition from state AbsAvailable to AllAvailable
results in a transition of the BC component from state Absolute to Reference. While the
monitor component requires that this transition is completed within the timing interval
db , for the implied state change in the component BC holds that is must occur within the
timing interval d3 . Therefore, a consistent parallel execution of both transitions requires
that d3 ⊆ db holds. For the transition to AllAvailable and the resulting transition to state
Reference in the BC component holds that d2 ⊆ dd must be true.
For a specific state of a hybrid reconfiguration chart holds that it can only result in an
incompatible reconfiguration, if the composed dependency relation for the related combination of states of the subcomponent contains a cycle. As the employed refinement
relation ensures that for any dependency between an input and output in the realization
M also one is present in the related interface automaton M I , it is sufficient to consider the interface automaton and check all combinations encoded in mode to exclude
incompatible state configurations.
3.4

Limitations

The presented results enable the systematic development of complex mechatronic systems with safe online-reconfiguration, as in the current practice of mechatronic systems
the strict hierarchical approach with strict top-down command order is standard. However, a number of limitations result which seem to unduly restrict the design space for
more advanced modular designs of mechatronic systems in the future.
One severe restriction is that interface state charts can only specify the duration of
transitions but not their time-triggered execution. Examples where an extension to more
general time constraints in the interface state chart seem beneficial are, for example, restrictions on the frequency of mode switches. In our example, the engineer could more
easily ensure the stability of the underlying system if the interface state chart restricted
that after a switch from state Reference to state Absolute a certain time threshold should
elapse before the BC component permits to switch back to the more comfortable Reference state.
Another limitation is the strict top-down command order. While the processing of
the sensor error already indicates that we have to consider errors of the subcomponents,
the current form of interface state charts does not permit to encode a required reaction
time or switching of the mode within the interface. Thus, whether a required reaction
of the embedding component results or not is currently not included in the interface.
Therefore, besides only emitting warnings, error reports, or wishes to the embedding
component, true proactive behavior in the interface state charts seems favorable such
that when sending an error report the interface state chart can also initiate that within
a given time frame the current state has to be left. As example for proactive behavior, consider the case that BC component detects that the operation with the reference
data results in unexpected problems and wants to report this to the embedding Monitor
component, the BC component may in addition specify in the interface state chart that
therefore the reference mode has to be left within a given deadline to ensure that the
observed behavior is not critical.

We can characterize these cases where more expressive notion of interface automaton are required as follows:
Definition 2. An interface automaton M is complex if it is not simple but still deterministic. An interface automaton M is proactive if it autonomously decides that a
reconfiguration is required which results in a non-deterministic behavior.

4

Modeling with Complex and Proactive Subcomponents

In this section we give an example on modeling of hybrid systems with proactive behavior. Therefore we extend the example from Section 2. We proceed as follows. First
we describe the new behavior informally. Thereafter we describe the new component
behavior and the behavioral embedding and their influence on the whole system.
In Section 2 the suspension module was introduced and thereon the control software
was modeled. One characteristic of the control software was the top-down command
order. It was not possible for the BC component to influence the Monitor component via
direct events. E.g. if any error occurs when the BC component is in the Reference state,
the BC component has to switch to the Robust state and has to inform the superordinate
Monitor component to react in an adequate way. Furthermore we want to avoid perpetual
uncontrolled switching between Absolute and Reference.
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Fig. 5. Behavior description of the BC component (5(a)) and Sensor component (5(b))

In Figure 5(a), the redesigned BC component is depicted. The behavior of the former
BC component is extended by proactive bahavior. When the BC component is in the Reference state, the component is now able to decide autonomous to switch to the Robust
state. Due this is modeled by a non-urgent transitions (dashed line), non-determinism is
introduced. This is modeled as follows: While staying in the Reference state, the body
control sends a message switchToRobust to the superordinate Monitor component. This
done, the BC component pauses in a Timeout state. If the timeout is reached, the BC

component switches to Robust. To control the switching between Absolute and Reference, a timer t is introduced. Everytime the Reference state is entered from the Absolute
state, a clock t is set to zero. To avoid an immediate backspace, a guard, representing a
threshold, t>=threshold, is added to the transition. All other incoming transitions to the
Reference state get an additional assignment t:=threshold, thus the threshold is “omitted”. In Figure 5(b) the interface state chart of the sensor component is depicted. The
state chart consists of two states, on and off.
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Fig. 6. Behavioral embedding in the Monitor realization

Similar to Figure 3, the behavior of the Monitor component is depicted in Figure 6.
In addition to the old Monitor component, we have to take into account the proactive
and timing behavior of the subordinated components. Since the body control sends now
the switchToRobust message the monitor component has to consume this message.

5

Checking Complex and Proactive Subcomponents

To adjust our modular reasoning approach to the extensions outlined in the last section,
we have to provide checks for refinement and correct embedding which support the
introduced more expressive interface automata.
5.1

Checking Refinement

Complex and proactive components do not result in a simple interface state chart
(cf. Definition 2) and thus the checking procedure for ensuring that the interface state
chart corresponds to the component behavior outlined in Section 3 is not applicable . In
[16], an approach for checking the employed notion of refinement (M vRT M I ) has
been presented which requires that M I is deterministic. If the interface state chart M I
is complex but not proactive, we can thus employ this approach. For a deterministic
M I we have to derive a corresponding test automaton MtI as described in [16] and then
check M kMtI for time stopping deadlocks.

If, however, the interface state chart M I is proactive and thus not deterministic, we
have to look for alternatives, as we cannot derive a deterministic timed automaton for
each non-determinsitic one (cf. [17]). Analyzing the limitation of the approach outlined
in [16], we can conclude that the branching within the on-the-fly traversed cross-product
simply requires that a unique mapping to a state in the refined model exists which is
guaranteed in [16] by the deterministic character of M I .
We propose to exploit the mapping map : LIp → L between the passive states
of the interface automaton and related states in the underlying realization to achieve a
feasible solution for this case. For a mapping map which assigns to each realization
state exactly one state of the interface automaton (∀l ∈ L : |{l0 |l0 ∈ map(l)}| = 1
and thus map−1 is a function and we write l0 = map−1 (l)) and the case that no two
transitions with the same source location, label, and target location exist (∀l, l0 ∈ L, s ⊆
I ∪ O : |{(l, g, S, R, l0 ) ∈ T }| ≤ 1), we can build syntactically the cross-product M 0 =
M I ×map M with M 0 = (L0 , D0 , I 0 , O0 , T 0 , S 00 ), M I = (LI , DI , I I , OI , T I , S I,0 ),
and M = (L, D, I, O, T, S 0 ) and LIf and Lf are all fading states of LI resp. L as
follows:
L0 = {(l, l0 ) ∈ LI × L} ∪ error,
D0 (l, l0 ) = DI (l)kD(l0 ) and D0 (error) is empty,
I
I 0 = IS
∪ I, O0 = OI ∪ O.
0
0e2
0e1
0r
0
0
T = (l,l0 )∈L0 \{error},S⊆I 0 ∪O0 Tl,l
0 ,S with Tl,l0 ,S = Tl,l0 ,S ∪ Tl,l0 ,S ∪ Tl,l0 ,S the
union of related normal (n) and erroneous transition sets (e1, e2).
– S 00 = S 0I × S 0

–
–
–
–

0n
The normal transition set Tl,l
is build by simply composing all pairs
0 ,S
of transitions which matching s resulting in the set {((l, l0 ), g ∧ g 0 , S, R ∪
R0 , (l00 , l000 ))|(l, g, S, R, l00 ) ∈ T I ∧ (l0 , g 0 , S, R0 , l000 ) ∈ T ∧ l0 = map−1 (l)}.
0e1
I
0
The first set of erroneous transitions Tl,l
0 ,S for l 6∈ Lf or l 6∈ Lf considers behavior
0e1
0
where the interface state chart can fire but not the realization: Tl,l
0 ,S = {((l, l ), g ∧
W
00
00
I
00
0
¬g , S, ∅, error)|(l, g, S, R, l ) ∈ T ∧ g = (l0 ,g0 ,S,R0 ,l000 )∈T g }.
0e2
Analogously the second set of erroneous transitions Tl,l
6∈ LIf or
0 ,S for l
0
l 6∈ Lf considers behavior where the realization can fire but not the interface
0e2
0
0
00
0 0
0 000
state chart: Tl,l
) ∈ T ∧ g 00 =
0 ,S = {((l, l ), g ∧ ¬g , S, ∅, error)|(l , g , S, R , l
W
(l,g,S,R,l00 )∈T I g}.
For l ∈ LIf and l0 6∈ Lf in contrast we can assume that the guards always have the
0e1
0
I
I
form a0 ≤ t ≤ b0 and thus have Tl,l
≤
0 ,S is {((l, l ), a ≤ t ≤ a , S, ∅, error)|(l, a
I
00
I
00
0e2
0
I
t ≤ b , S, R, l ) ∈ T ∧ (l, a ≤ t ≤ b, S, R, l ) ∈ T } and Tl,l0 ,S is {((l, l ), b ≤
t ≤ b, S, ∅, error)|(l, aI ≤ t ≤ bI , S, R, l00 ) ∈ T I ∧ (l, a ≤ t ≤ b, S, R, l00 ) ∈ T }
to encode incompatible time constraints. In the first case, an earlier termination of the
fading is checked while in the second a to late termination is detected.
We can then simply check whether a time stopping deadlock or the state error
can be reached in M 0 and conclude that refinement holds if no such violation has been
detected. Due to the restriction that no two transitions with the same source location,
label, and target location exist in T I , it holds that for each t0 = (l0 , g 0 , S, R0 , l000 ) ∈ T at
0n
most one related t = (l, g, S, R, l00 ) ∈ T I exists which have been composed in Tl,l
0 ,S
0
−1
due to the constraint l = map (l).

A mapping map which assigns to a realization state more than one state of the
interface automaton does not result in the intended reduced state space for M I w.r.t. M
and therefore this restriction is reasonable for our specific settings. In the case that two
transitions (l, g, S, R, l0 ) ∈ T I and (l, g 0 , S, R0 , l0 ) ∈ T I with the same source location,
label, and target location exist, we have to distinguish two cases. If R = R0 we can
simply unite them in a single rule (l, g ∨ g 0 , S, R, l0 ) without altering the behavior.
Otherwise we can for an additional state l00 and an additional clock replace the first rule
(l, g, S, R, l0 ) ∈ T I simply by the two rules (l, g, S, R ∪ {t}, l00 ) and (l00 , true, ∅, ∅, l0 )
and setting the invariant C(l00 ) to t ≤ 0 to fulfill the assumption.
To verify if the hybrid reconfiguration automaton of the BC component is a correct
refinement of the BC component interface state chart, we have to built a timed automata
model as explaind above. This done, we can used the model checker UPPAAL [18] for
the verification and check the constraints, formulated in TCTL, A[] not deadlock and
E<> BodyControl.Error ensuring the correct refinement.

5.2

Checking the Embedding

To realize the dynamic checking for the prove of correct reconfiguration behavior, the
hybrid reconfiguration chart and the interface state chart have to be transformed to an
appropriate model which can be handeled by a model checker. In [14] transformation
rules from Real-Time Statecharts to timed automata were introduced. In the following,
we reuse and extend theses transformation rules.
In hybrid reconfiguration charts component instances are embedded in locations.
During the transformation, the instances are omitted because the associated interface
state charts are also transformed. Due to this fact, for the transformation of locations,
we can apply the same one as for Real-Time Statecharts.
In addition to the locations, the transitions have to be transformed. In contrast to
Real-Time Statecharts, a transition is associated with a fading function. Since the fading function does not affect the real-time behavior, it is omitted, too. Hence the same
transformation as for Real-Time Statecharts is used. As mentioned before, the interface state charts of the embedded component instances have to be transformed. It has
to be guaranteed that the embedded component instance leaves an internal location iff
the superordinate component leaves a location. For example, when the monitor component leaves the location NoneAvailable, the embedded component instance BC has to
leave the internal location Robust. To achive this behavior, we use the synchronization
semantics from the timed automata model. The superordinate component has the meaning of a sender (!), whereas the embedded compontent instances have the meaning of a
receiver (?). In the case of more than one embedded component instance we use a chain
of committed locations (cf. [18]) for sychronization. In Figure 7 an example is depicted.
For the evaluation we use the real-time model checker UPPAAL [18]. In Figures 8
and 9, the transformed timed automata of the interface state chart of the BodyControl
and the reconfiguartion state chart of the Monitor component are depicted. For clarity
we do not depict the timed automaton of the Sensor (the transformation is rather trival).
For the verification the automata are executed in parallel. We check the property A[] not
deadlock.
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Fig. 7. Synchronization between Monitor, Sensor, and BodyControl
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Fig. 8. Timed Automaton of the interface state chart BodyControl
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Fig. 9. Timed Automaton of the Monitor state chart

As result of the verification we get that the system is deadlock free. In particular
this means we have a correct embedding of all components. The verification took about
0.31 seconds and at maxium about 2092 KB were allocated by the verifier2 .

6

Related Work

The de facto industry standard for modeling of mechatronic systems with hybrid behavior is MATLAB/Simulink and Stateflow3 . Formal verification of MATLAB/Simulink
and Stateflow models of moderate size can be accomplished by automatically transforming them to hybrid automata (cf. [19]).
Besides MATLAB/Simulink and Stateflow, there are also a number of approaches,
like Timed and Hybrid Statecharts [20], Charon [21], Masaccio [22], HyCharts & HyRoom [23–25], and Hybrid I/O Automata [26], which address the problem of modeling
complex systems by some form of hybrid state charts. Some of them support hierarchy
and parallelism as well as a notion of component and some of them even support formal
verification.
All existing approaches fail in providing a component concept which supports a
dynamic interface which enables to decompose systems with online reconfiguration
into multiple hybrid state charts. Thus a usually not feasible check of the whole system
is required to ensure that a system with complex reconfiguration such as the presented
example is correct w.r.t. the reconfiguration and real-time behavior.
Another consequence is that in these approaches the control engineering know-how
for the continuous control and the software engineering know-how for the real-time
coordination have to be specified both within a single hybrid component and thus a
tight cooperation between engineers from different camps is required. In our approach,
in contrast, an interface between the control engineering specific details and the more
software engineering oriented distributed real-time processing is possible which support
more realistic loosely coupled development processes.
Available compositional reasoning approaches for hybrid systems [27–29] require
high manual effort of inventing auxiliary properties to enable a full verification to decide
whether the described reconfiguration is consistent. The presented approach in contrast
will ensure consistency by means of a syntactical check or modular model checking of
the separate components and their interfaces.
We employ in our approach the algorithm for checking the refinement relation between timed automata as proposed in [16]. As outlined in the paper we can only address
refinement for complex interface automata with this approach. For proactive and thus
non-deterministic interface automata this approach is not applicable.
A more general notion of refinement in the context of clocked CSP is proposed
in [30], which is defined for traces in contrast to the state tuple based refinement employed in our approach. However, their approach is limited by the fact that specific
clock updates and resets are visible events and thus the required checking of a refinement relation which abstracts from internal clocks as required for our approach is not
possible.
2
3

The verification was done on a Pentium 4, 2.4 GHz, 1 GB memory, OS Linux Redhat.
http://www.mathworks.com

7

Conclusion & Future Work

Within this paper we presented an incremental improvement of our modular verification
approach for checking that the online-reconfiguration of M ECHATRONIC UML models is safe. In our earlier proposal [6], severe restrictions to the expressiveness of the
supported component interface are employed to ensure that efficient checks can be used
which do not have to consider the whole state space. In this paper we present support for
more expressive interfaces which include complex timing constraints and proactive behavior employing model checking. The underlying concepts are outlined and formally
defined. In addition, first experimental results are reported.
While modeling of hybrid systems with the M ECHATRONIC UML approach is
already supported by the FUJABA Real-Time Tool Suite4 , the described refinement
checks and the check for the correct embedding are currently under development.
In future work, we plan to further extend our approach w.r.t. modeling and verification such that the full hybrid behavior of the components is covered.
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A

Prerequisites

In this appendix the formal foundations of the employed underlying hybrid and real-time automata model are outlined starting with continuous blocks and hybrid reconfiguration automata:
Definition 3. A continuous block M is described by a 7-tuple (V x , V u , V y , F, G, C, X 0 ) with
V x the state variables, V u the input variables, and V y the output variables. For the implicitly
defined state flow variables V ẋ and auxiliary variables V a = V y ∩ V u , the set of equations
F ⊆ EQ(V ẋ ∪ V a , V x ∪ V u ∪ V a ) describes the flow of the state variables, the set of equations
G ⊆ EQ(V y ∪ V a , V x ∪ V u ∪ V a ) determines the output variables, and X 0 ⊆ [V x → R] the
set of initial states. The invariant C with C ∈ COND(V x ) is further used to determine the set
of valid states. The block M is well-formed if the system of differential equations F ∪ G contains
no cyclic dependencies, no double assignments, all undefined referenced variables are contained
in V u − V y , and a value is assigned to all state variables (V ẋ ) and output variables (V y ).
Definition 4. A hybrid reconfiguration automaton is described by a 6-tuple (L, D, I, O, T, S 0 )
with L a finite set of locations, D a function over L which assigns to each l ∈ L a continuous
model D(l) = (V x (l), V u (l), V y (l), F (l), G(l), C(l), X 0 (l)) conf. to Definition 3, I a finite set
of input signals, O a finite set of output signals, T a finite set of transitions, and S 0 ⊆ {(l, x)|l ∈
L ∧ x ∈ X(l)} the set of initial states. For any transition (l, g, g i , a, l0 ) ∈ T holds that l ∈ L
is the source-location, g ∈ COND(V x (l) ∪ V u (l)) the continuous guard, g i ∈ ℘(I ∪ O)
the I/O-guard, a ∈ [[V x (l) → R] → [V x (l0 ) → R]] the continuous update, and l0 ∈ L the
target-location. For every l ∈ L we require that D(l) is well-formed.

We can further compose continuous as well as hybrid models as follows:
Definition 5. The composition of two continuous models M1 = (V1x , V1u , V1y , F1 , G1 , C1 , X10 )
and M2 = (V2x , V2u , V2y , F2 , G2 , C2 , X20 ) denoted by M1 kM2 is again a continuous model
M = (V x , V u , V y , F, G, C, X 0 ) with V1x := V1x ∪ V2x , V1u := V1u ∪ V2u , V1y := V1y ∪ V2y ,
F := F1 ∪ F2 , G := G1 ∪ G2 , C is derived from C1 and C2 as C = {(x1 ⊗ x2 )|x1 ∈ C1 ∧ x2 ∈
C2 }, and the set of initial states is X 0 = {((l1 , l2 ), (x1 ⊗x2 ))|(l1 , x1 ) ∈ X10 ∧(l2 , x2 ) ∈ X20 }.
M1 kM2 is only well-formed when V1x ∩ V2x = ∅, V1u ∩ V2u = ∅, V1y ∩ V2y = ∅, and F and G
are well-formed.
Definition 6. For two hybrid reconfiguration automata M1 and M2 the parallel composition (M1 kM2 ) results in a hybrid reconfiguration automaton M = (L, D, I, O, T, S 0 )
with L = L1 × L2 , D(l, l0 ) = D1 (l)kD2 (l0 ), I = I1 ∪ I2 , O = O1 ∪ O2 . T =
0
0
0
0
{((l1 , l2 ), g, , g 0 , (a1 ⊕ a2 ), (l1 , l2 ))|(l1 , g1 , g10 , u1 , l1 ) ∈ T1 ∧ (l2 , g2 , g20 , u2 , l2 ) ∈
0
0
0
0
0
T2 } ∪ {((l1 , l2 ), g1 , u1 , (l1 , l2 ))|(l1 , g1 , u1 , l1 ) ∈ T1 } ∪ {((l1 , l2 ), g2 , u2 , (l1 , l2 ))|
0
(l2 , g2 , u2 , l2 ) ∈ T2 } is the resulting transition relation where g(x, u, i, o) = g1 (x, u, i, o) ∧
g2 (x, u, i, o), g10 (x, u, i, o) = g1 (x, u, i, o) ∧ o ∩ I2 = ∅ ∧ i ∩ O2 = ∅, and g20 (x, u, i, o) =
g2 (x, u, i, o) ∧ o ∩ I1 = ∅ ∧ i ∩ O1 = ∅.
The automaton M is only defined when for all reachable (l, l0 ) ∈ L holds that D((l, l0 )) is
defined and the internal signal sets are disjoint ((O1 ∩ I1 ) ∩ (O2 ∩ I2 ) = ∅).
It is to be noted that the presented definition of hybrid reconfiguration automata includes
timed automata. We simply have to define clock variables vi which values are determined by
equations v̇i = 1 in F to encode this feature of a timed automaton into a hybrid one and ensure
the the continuous interface is empty.
For Xc = [V c * R] the set of possible clock variable bindings, the inner state of a timed
automaton can then be described by a pair (l, x) ∈ L × Xc with x ∈ [V c → R]. There are two
possible ways of state modifications: Either by firing an instantaneous transition t ∈ T changing
the location as well as the state variables or by residing in the current location which consumes
time and just increases the clock variables. When staying in state (l, x) firing an instantaneous
transition t = (l0 , g, g i , a, l00 ) is done iff l = l0 (the transitions source location equals the
current location) and the clock guard is fulfilled (g(x) = true), the I/O-guard is true for the
chosen input and output signal sets i ⊆ I and o ⊆ O (i ∪ o = g i ), and a(x) ∈ C(l00 ). The
resulting state will be (l00 , a(x)) and we note this firing by (l, x) →(i∪o) (l00 , a(x)).
If no instantaneous transition can fire, the timed automaton resides in the current location l
for a non-negative and non-zero time delay δ > 0. In state (l, x) such time consuming transition
may result in (l, x ⊕ δ) if all δ 0 ∈ [0, δ] holds C(x ⊕ δ).
The trace semantics is thus given by all possible infinite execution sequences
(l0 , x0 , δ0 ) →e0 (l1 , x1 , δ1 ) . . . denoted by [[M ]]t where all (li , xi ⊕ deltai ) →ei (li+1 , xi+1 )
are valid instantaneous transition executions and (li , xi ⊕ delta0i ) are valid for all δi0 ∈ [0, δi ].
We use the timed path π = (s0 , t0 ) →δ0 (s0 , t0 ⊕ δ0 ) →a0 (s1 , t1 ) →δ1 (s1 , t1 ⊕ δ1 ) . . .
to denote the externally visible real-time behavior. The offered interactions for a state (s, c) are
further denoted by the set offer(M, (s, t)) which is defined as {a|∃(s, t) →a (s0 , t0 ) ∈ [[M ]]t }.
An appropriate notion of real-time refinement (also named timed ready simulation in [16]) can
then be defined as follows:
Definition 7. For two real-time automata MI and MR holds that MR is a refinement of MI
denoted by MR vRT MI iff a relation Ω ⊆ (SR × TR ) × (SI × TI ) exists which contains for
every c ∈ (SR × TR ) a c00 ∈ (SI × TI ) such that (c, c00 ) ∈ Ω and for all (c, c00 ) ∈ Ω holds
∀c ⇒π c0

∃c00 ⇒π c000

: (c0 , c000 ) ∈ Ω

∧

(4)

offer(MR , c) ⊇ offer(MI , c00 ).

(5)

As this refinement is a precongruence for k [5, 16], we can exclude time-stopping deadlocks
etc. by looking only into more abstract behavioral models instead of their refinements.
To also describe hybrid behavior, we first consider continuous behavior. We denote dependencies between input and output variables using D(Mi ) ⊆ Viu × Viy and in addition require
that the equations are well-formed. The external visible dependencies De (Mi ) are accordingly
defined as De (Mi ) := D(Mi ) ∩ (Viu − Viy ) × (Viy − Viu ). The state space of a continuous
behavior is Xi = [Vix → R] which describes all possible assignments for the state variables.
For Xi = [Vix * R] the set of possible continuous state variable bindings of a hybrid
automaton, the inner state of a hybrid automaton can be described by a pair (s, x) ∈ Si × Xi .
There are two possible ways of state modifications: Either by firing an instantaneous transition
changing the state as well as the state variables or by residing in the current location which
consumes time and alters just the control variables.
A trajectory ρu : [0, ∞] → [Vix → R] for the set of differential equations and input u :
[0, ∞] → [Viu → R] with ρu (0) = x for the current continuous state x ∈ Xi describes a valid
continuous behavior as long as no transition is fired. The output variables Viy are determined by
θu : [0, ∞] → [Viy → R] using the additional equations for these variables analogously.
The trace semantics for a hybrid automaton is thus given by all possible infinite execution
sequences (u0 , l0 , ρ0u0 , θu0 0 , δ0 ) →e0 (u1 , l1 , ρ1u1 , θu1 1 , δ1 ) →e1 (u2 , l2 , ρ2u2 , θu2 2 , δ2 ) . . . denoted by [[M ]]t where all (li , ρiui (δi )) →ei (li+1 , ρi+1
ui+1 (0)) are valid instantaneous transition
executions.5
We further use the concept of a hybrid path π = (u0 , θu0 0 , δ0 ); a0 ; . . . ; (un , ln , θu1 n , δn ); an
0
such that we write (l0 , ρ0u0 (0)) →π (ln , ρn
→(u0 ,ρ0u ,θu0 ,δ0 )
un (δn )) iff (l0 , ρu0 (0))
0

0

n
(l0 , ρ0u0 (δ0 )) →a0 . . . (ln , ρn
(ln , ρn
un (0)) →(un ,ln ,ρn
un (δn )). For A the set of exun ,θun ,δn )
i
i
ternally relevant events and θui = θui |V y (li )−V u (li ) the output minus the internal variables,
we derive an abstract path simply by omitting events ai 6∈ A and restricting the input and
output variables accordingly. The offered discrete as well as continuous interactions for a state
(s, x) are further denoted by the set offer(M, (s, x)) which is defined as {a ∈ A|∃(s, x) ⇒a
(s0 , x0 )} ∪ {((du/dt)(0), (dθu /dt)(0))|∃(s, x) ⇒(u,θu ,δ) (s, x0 )}. An appropriate notion of
hybrid refinement for the interface can then be defined as follows:

Definition 8. For two hybrid reconfiguration automata MI and MR holds that MR is a hybrid
refinement of MI denoted by MR vHY MI iff a relation Ω ⊆ (SR × XR ) × (SI × XI ) exists
which contains for every c ∈ (SR × XR ) a c00 ∈ (SI × XI ) such that (c, c00 ) ∈ Ω and for all
(c, c00 ) ∈ Ω holds
∀c ⇒π c0

∃c00 ⇒π c000

: (c0 , c000 ) ∈ Ω

offer(MR , c) ⊇ offer(MI , c00 )
e

e

00

D (MR , c) ⊆ D (MI , c ).

5

∧

∧

(6)
(7)
(8)

Other aspects of hybrid behavior, such as Zeno behavior and urgent resp. non-urgent transitions, are omitted here. A suitable formalization can be found, e.g., in [31].

