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Abstract

The performance of autonomous vehicles could be drasti-
cally improved if ad-hoc networking and suitable real-time
coordination is employed to optimize and improve the joint
behavior of multiple autonomous units. However, due to
ad-hoc connections and the real-time interaction the cor-
rectness and safety of such coordinated autonomous units is
very hard to ensure. In this paper we present how service-
oriented real-time coordination can be employed to achieve
this goal. Based on the proper real-time coordination be-
tween two or more vehicles captured by a service contract,
we focus on structural changes and the instantiation and
termination of service contracts which is a crucial prereq-
uisite for a safe system operation. We present how the struc-
tural changes and the service contract creation/deletion can
be modeled by a well-defined UML subset consisting of
class and object diagrams with collaborations as well as
well-defined behavioral rules can be verified taking the dy-
namic structural changes due to the ad-hoc networking as
well as the real-time coordination into account. The new
verification technique is outlined and the application of the
technique for an application example is presented.

1. Introduction

If ad-hoc networking and suitable real-time coordination
is employed to enable a coordinated behavior of the au-
tonomous units, their performance could be drastically im-
proved (cf. [15]). Examples are automotive systems based
on car-2-car communication which support the driver when
approaching a crossing or concepts to build convoys of au-
tonomous vehicles. However, due to the involved ad-hoc
connections, dynamic formation building, and the real-time
interaction it is hard to ensure the correctness of such coor-
dinated autonomous units (cf. [13]).
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Traditional modeling approaches such as component-
based modeling do not cover the dynamic character of the
sketched coordination concepts well. Therefore we suggest
using instead a service-oriented approach, which employs
collaborations of multiple roles in form of service contracts
(cf. [1, 6]). We present how such service-oriented view can
be modeled by a well-defined subset of UML class diagrams
with collaborations as well as well-defined behavioral rules
for the structural changes and service contract instantiation
or termination.

Due to the safety-critical character of most autonomous
vehicle coordination tasks, means for their proper verifica-
tion are necessary. The formal verification of the coordina-
tion of vehicles and variables structures is already a major
challenge for a fixed finite set of vehicles and a finite topol-
ogy [8, 3, 18, 16, 13]. If also time is considered, models
such as timed automata or timed Petri net may be employed.
However, due to the time aspect the state space of the con-
sidered finite models often is too large for verification. In
[10], we present our approach to tackle this problem. We
employ model checking to verify the real-time behavior of
the interaction of a collaboration and its roles separately.
We then combine this in a compositional manner with the
verification of the component synchronization by ensuring
that the components refine the collaboration roles.

In another work [5], we developed an approach to ad-
dress the formal verification of systems with dynamical
structural adaptation as it occurs for example when au-
tonomous vehicles build convoys. There, a technique to
automatically check inductive invariants for potentially infi-
nite state models for system with autonomous vehicles and
their active collaborations for pure structural rules without
time has been presented.

The proper combination of the former approach to verify
the real-time coordination for one collaboration and the out-
lined pure structural rules has been presented in [9]. How-
ever, the outlined approach is limited to solutions where the
structural rules which describe the system behavior as well
as the creation or deletion of collaborations can be proven to
be safe even though timing is not considered. This seriously



restricts the covered set of solutions and usually only covers
solutions which perform less optimal than those which em-
ploy time related behavior. In addition, models which sup-
port time can cover the essence of the real-time coordination
problem more naturally and thus are usually much easier to
model than attempts which ”encode” the same problem us-
ing a model with pure structural rules.

In this paper we therefore present how the correct in-
stantiation and termination of service contracts which is a
crucial prerequisite for a safe system operation can be mod-
eled and also guaranteed including the timing. A new ver-
ification technique extending the results of [5] is presented
which supports also structural adaptation rules with time
constraints. Using the ideas of [9], we can combine the new
technique to guarantee the existence of safe real-time coor-
dination between two or more vehicles captured by a service
contract with the compositional real-time model checking
of the collaborations [10] to ensure the overall safety.

The paper is structured as follows: We first review the
current state-of-the-art for approaches tackling the verifi-
cation of real-time coordination of autonomous vehicles in
Section 2. Then, we outline the employed modeling ap-
proach which captures the service contract instantiation and
termination based on UML in Section 3 and outline the un-
derlying formal model in Section 4. Our new approach to
verify crucial safety properties for such timed models is pre-
sented in Section 5. The results of the verification of the
considered application example are sketched at the end of
Section 5 before we finish the paper with a conclusion and
outlook on future work.

2. State of the Art

A number of related approaches for the verification of sys-
tems with structural changes like our earlier work [5] exist
which do not support time dependent behavior: DynAlloy
[8] extends Alloy [11] in such a way that changing struc-
tures can be modeled and analyzed. For operations and
required properties in form of logical formulae it can be
checked whether given properties are operational invariants
of the system. An approach which has been successfully
applied to verify service-oriented systems [3] is the one of
Varró et al. It transforms visual models based on graph the-
ory into a model-checker specific input [18]. A more direct
approach is GROOVE [16] by Rensink where the check-
ing works directly with the graphs and graph transforma-
tions. In [13] an untimed petri net variant is employed for
the modeling and verification of some issues of an intelli-
gent transportation system and it is suggested to use classi-
cal model checking techniques. However, these approaches
do not fully cover the problem as they require an initial con-
figuration and only support finite state systems (or systems
for which an abstraction to a finite state model of moderate
size exist).

There are only first attempts that address the verifica-
tion of infinite state systems with changing structure: In [2]
graph transformation systems are transformed into a finite
structure, called Petri graph which consists of a graph and
a Petri net, each of which can be analyzed with existing
tools for the analysis of Petri nets. For infinite systems,
the authors suggest an approximation. The approach is not
appropriate for the verification of the coordination of au-
tonomous vehicles even without time, because it requires an
initial configuration and the formalism is rather restricted,
e.g., rules must not delete anything. Partner graph gram-
mars are employed in [4] to check topological properties of
the platoon building. The partner abstraction is employed
to compute over approximations of the set of reachable con-
figurations using abstract interpretation. However, the sup-
ported partner graph grammars restrict not only the model
but also the properties which can be addressed a priori. It
is to be noted that in addition to the mentioned limitations,
both approaches do not support time as approached in this
paper.

The only approach we are aware of that addresses struc-
tural changes as well as time is Real-Time Maude [14]
which is based on rewriting logics. The tool supports the
simulation of a single behavior of the system as well as
bounded model checking of the complete state space, if it
is finite. Again, the requirement of having an initial con-
figuration and the limitation to finite state models excludes
that the real-time coordination of autonomous vehicles can
be fully covered.

3. Modeling
The rail-cab1 project that will serve as application example
aims at developing a new intelligent transportation system
that is based on small and autonomous shuttles. The shuttles
are planned to replace the existing railway systems by pro-
viding small transportation units – the shuttles – that can be
booked by single persons or small groups on demanded and
reach the destination without the need to change the shuttle.
In order to minimize energy consumption the shuttle build
convoys where thus a safe real-time coordination among the
shuttles is crucial.

Figure 1. UML class diagram describing the
system’s elements and their relation to each
other together with an object diagram
1http://www.railcab.de



The applicability of services for the real-time and auto-
motive domain has been, for example, demonstrated in [6],
where services are introduced as first-class concept for the
collaboration among components. Following this definition
and the proposal for modeling service contracts with UML
at the OMG supported by many main tool vendors [1], we
suggest to use UML to model the system’s entities and ser-
vice contracts in form of collaborations to model the real-
time coordination between the autonomous units.

Structure. UML class diagrams are used to model the set of
possible states of our system. In Figure 1 the class diagram
we used as ontology is shown. Our system consists of Shut-
tles that can be located at Tracks and each Track can have a
successor that can be reached via the next association. To
coordinate for building a convoy the Shuttles have to es-
tablish a collaboration between them that is represented by
the DistanceCoordination service contract. If the Distance-
Coordination service contract is instantiated between two
Shuttles, these two Shuttles are said to collaborate in order
to build a convoy. The DistanceCoordination service con-
tract provides two different roles the participants can play
- a front and a rear role. The Shuttle that owns the front
role is driving in front of the other Shuttle that in turn has
to react to the first Shuttle’s actions. In this work we fo-
cus on the existence of the service contracts and leave out
the verification of the collaboration described by the service
contract. Service contracts themselves could be verified us-
ing our compositional real-time model checking for UML
collaborations [10].

Attributes and clocks are modeled as attributes of the ob-
jects. To distinguish different attribute instances of different
objects, the instances are prefixed with the object’s name.

Behavior. The operations of the system we investigate in
this paper are modeled by Story Pattern. In Figure 2 such
a Story Pattern is shown. Story Pattern are a special exten-
sion of UML object diagrams [12] that are able to describe
changes to the object structure in a compact fashion. The
meaning of the mentioned Story Pattern can be translated
as follows: The Shuttle s1 only advances from Track t1 to
Track t2 if there is no other Shuttle located at Track t2. Fur-
ther, this Story Pattern has a guard (s1.timeAtTrack > 10)
and an update statement (s1.timeAtTrack′ = 0) attached
to it. A more precise and formal definition will be given in
Section 4.

Figure 2. moveSimple rule Story Pattern

In case the DistanceCoordination service contract is in-
stantiated between two Shuttles, it is safe for two Shuttles
to be located at the same Track. The Story Pattern in Fig-
ure 3 shows the corresponding rule. The last two rules of
the system we require is the creation and deletion of the
DistanceCoordination service contract. These rules are de-
picted in Figure 4 and 5.

Figure 3. moveDC rule Story Pattern

Figure 4. createDC rule Story Pattern

Figure 5. deleteDC rule Story Pattern
The more natural modeling resulting from the support of

time leads to a reduction of the number of rules needed to
model the system – 6 rules in [5] compared to 4 in this work.
The difference become even more apparent when you look
at the average size of the rules for the timed model which is
only half of the size required in [5].

Safety Properties. To guarantee the safety of the au-
tonomous vehicles, we have to exclude states which rep-
resent an accident or a hazard. Therefore, we use Story
Pattern without creation or deletion of elements as well as
updates to describe instance situations which we consider
to be hazards.

For our application example there is essentially only one
hazard: the collision of shuttles. We capture this by two
forbidden cases. The first one describes a potential collision
between two Shuttles which are located on the same track



Figure 6. Forbidden Story Pattern collision

Figure 7. Forbidden Story Pattern noDC

and is depicted in Figure 6 and the second one – shown
in Figure 7 – where both shuttles are on connected tracks
and the rear one is on that track for at least 5 ms. In both
cases the situation is only critical, if a DistanceCoordination
service contract between both Shuttles in close proximity is
missing.

4. Formal Model
We used class diagrams, object diagrams, and Story Pat-
terns in the preceding section to define possible system
states, possible system transitions, and required system
properties. The formal model underlying the employed
UML subset and Story Patterns - a timed extension of graph
transformation systems - is introduced in this section to de-
fine the formal semantics and to enable the later considered
verification of the properties.

Graphs. A system state, given as an object diagram, can
be encoded as an attributed graph by modeling objects as
nodes with attributes and links as edges. The system model
is based on a setN of nodes, a set E ⊆ N×N of edges, and
a set T of types. The type of a node or edge is defined by
the relation T : (N ∪E)×T , i.e., x is of type t if (x, t) ∈ T .
A graphG = (N,E) consists of a setN ⊆ N of nodes and
a set E ⊆ N ×N of edges.

The attributes of nodes are based on a setA of attributes.
For each type t ∈ T exists a set At of attributes which are
available for instances of this type. A attributed graph is
then a pair (G,α) consisting of a graph G = (N,E) with
node set N and a partial function α : N × A → R provid-
ing evaluations. α(n, a) must then be defined for all n ∈ N ,
(n, t) ∈ T , and a ∈ At. For a condition φ over the variables
of an evaluation function α, we denote the resulting inter-
pretation as [[φ]]α.

Consider the set N = {s1, t1, t2} of nodes, the set E =
N × N of edges, the set T = {Shuttle,Track , on,next}
of types, and the type relation T with T =
{(s1,Shuttle), (t1,Track), (t2,Track), ((t1, s1), on),
((t1, t2),next)}. Then G = (N , {(t1, s1), (t1, t2)}) is the
graph representing instance diagram depicted in Figure 1.

Graph Patterns. A graph pattern P =
(N+, N−, E+, E−) consists of two sets N+ and N− of
positive and negative nodes, and two sets E+ ⊆ N+ ×N+

and E− ⊆ (N+ ∪ N−) × (N+ ∪ N−) of positive and
negative edges. We further use P+ to denote P restricted
to N+ and E+. A graph pattern represents the set of
graphs that match the pattern. A graph G matches a graph
pattern P if there exists an isomorphic function m that
maps the positive nodes and positive edges of P to nodes
and edges of G, respectively, and m cannot be extended in
such a way that it matches any negative node or negative
edge of P to a node or edge in G, respectively. The
matching function m preserves types, i.e., a node or edge
may only be mapped to a node or edge of the same type,
respectively.

An attributed graph pattern is a pair (P, φP ) consisting
of a graph pattern P and a condition φP over the attributes
of the nodes in N+. An attributed graph pattern matches an
attributed graph (G,α) if P matches G for an isomorphism
iso and the condition is also true for φp ([[φP ]]isoα = true),
where [[φ]]isoα denotes the interpretation for α where the
nodes are mapped according to iso.

A graph pattern P matches another graph pattern P ′ if
there exists an isomorphic function iso that maps all posi-
tive elements of P to positive elements of P ′ and all nega-
tive elements of P to negative elements of P ′. If P matches
P ′, we say that P is a subpattern of P ′, and write P v P ′.
For an attributed graph pattern (P, φP ) and (P ′, φP ′) we
require for a match that besides the graph matching that
the condition over the attributed holds ∀α : [[φP ′ ]]isoα ⇒
[[φP ]]isoα and we write (P, φP ) v (P ′, φP ′).

Both kinds of graph patterns that are used to describe
system properties can be divided into required and forbid-
den patterns. A required pattern must always be fulfilled
during system execution (system invariant), whereas a for-
bidden pattern must never be fulfilled (system hazard, acci-
dent).

Graph Transformation Rules. An attributed graph trans-
formation transforms one graph into another one by creat-
ing new graph elements (nodes or edges), updating attribute
values for the nodes, and removing existing graph elements.
Transformation rules define sets of possible graph transfor-
mations. If an attributed graph represents the state of a sys-
tem, an attributed graph transformation represents an update
of the system’s state, and a sequence of transformations rep-
resents an execution of the system.



Story Patterns are extended graph patterns that allow
the annotation of graph elements with the stereotypes
�create� and �destroy�. As informally introduced
above, Story Patterns are used to specify transformation
rules. A graph transformation rule (L,R)r consists of
two graph patterns, a left hand side L (LHS) and a right
hand side R (RHS). L consists of those elements of the
Story Pattern that are not annotated with �create�, in-
cluding negative elements, whereas R consists of all ele-
ments not annotated with�destroy�. The elements anno-
tated with�create� will be created by the rule (elements
from R+ \ L+), while those annotated with �destroy�
will be deleted (elements from L+ \R+). Elements without
annotations are preserved by the application (elements from
L+ ∩ R+). For the Story Pattern moveSimple in Figure 2
we thus have that L+ contains the nodes for s1, t1, and t2
while L− contains only the node s2.

To also cover attributed graphs, we have attributed graph
rules ((L, φ), R, µ)r with φ a condition over L and µ an
evaluation for all R+ \ L+ and an arbitrary subset of
R+∩L+ where (L, φ) instead ofLmust be matched and the
resulting attribute evaluation is determined by the update µ.
In the moveSimple of Figure 2 the condition φ equals the
guard s1.timeAtTrack > 10 whereas µ equals the update
statement s1.timeAtTrack′ = 0.

Graph Transformation Systems. A graph transformation
system (GTS) S = (R, prio) consists of a set of graph
transformation rules R (defined by a set of Story Patterns),
defining all possible transformations in the transformation
system, and a priority function prio : R → N, which as-
signs a priority to each rule (the higher the number assigned
to a rule the higher the rule’s precedence). An additional set
of initial graphs may describe the initial states of the system.

A rule (L,R)r is applicable to a graph G if G matches
L and G does not match the LHS L′ of any other rule
(L′, R′)r′ with higher priority. During the application of
a rule (L,R)r to a graph G, the elements that are in L+ but
not in R+ are removed from G, and elements that are in
R+ but not in L+ are added to G.2 We write G →r G

′ if
rule r can be applied to graph G and the application results
in graph G′. We write G→∗ G′ if G is transformed into G′

by a (possibly empty) sequence of rule applications.
Given any kind of graph transformation system S and a

graph G, the set of graphs producible (i.e., the set of states
reachable) by applying rules from S to G is denoted by
REACH(S,G) = {G′ | G→∗ G′}.
An attributed graph transformation system (AGTS) S =
(R, prio) consists of a set of attributed graph transforma-
tion rulesR and a priority function prio.

An attributed rule ((L, φ), R, µ)r is applicable to an at-
tributed graph (G,α) if G is matched by (L,R)r, φ evalu-

2Our notion of application is a restricted version of the Single Pushout
approach (cf. [17]). For more details please see [5].

ates to true for α, and (G,α) does not match any other rule
with higher priority. We write (G,α) →r (G′, β) if rule r
can be applied to the attributed graph (G,α), G→r′ G

′ for
(L,R)r′ and β the evaluation which results from µ.

Timed Graph Transformation Systems. To also cover
timed behavior we decompose the set of attributes into a
set C ⊆ A of clocks and a set of normal attributes A \ C.
Given an evaluation function α, we refer to that evaluation
function where the values of all clock variables is incre-
mented by x as α ⊕ x (resp. α 	 x for decrement). We
can transfer both definitions to conditions over the normal
attributes and clocks by substituting appropriate offsets.

A timed graph transformation system (TGTS) S =
(R,Ru, prio) is then defined for (R, prio) a valid at-
tributed graph transformation system andRu ⊆ R the sub-
set of all urgent rules.

In the case of TGTS, we have additional time steps where
the clock values increase over time. For δ ≥ 0 we have
(G,α)→δ (G′, α⊕δ) if for all x ≤ δ holds (G,α⊕x) does
not match any urgent rule r′ ∈ Ru. We write (G,α) →∗
(G′, β) if (G,α) is transformed into (G′, β) by a (possibly
empty) sequence of rule applications and time steps.

For an attributed or timed graph transformation system S
and an attributed graph (G,α), the set of attributed graphs
producible (i.e., the set of states reachable) by applying
rules is denoted by REACH(S, (G,α)) = {(G′, β) |
(G,α)→∗ (G′, β)}.

5. Checking
Given UML models describing the service-oriented real-
time coordination of autonomous vehicles as outlined in
Section 3 and their underlying formal model in form of
TGTS, we present in this section our verification technique
which covers the time dependent structural changes as well
as instantiation and termination of the service contracts. We
will first review the basic idea of our former approach [5]
for untimed models and then describe how we extend it to
also cover time dependent behavior. Finally, we present the
results for the checking of the complete example.

Untimed Case. In our approach a set of forbidden graph
patterns F = {F1, . . . , Fn} are employed to represent pos-
sible safety-violations (hazards, accidents) of our system.
The related property ΦF , denoted by G |= ΦF , holds iff
G matches none of the graph patterns in F . We call G a
witness for the property ¬ΦF if G in contrast matches a
forbidden graph pattern F ∈ F .

The property ΦF is an operational invariant of the
GTS S iff for a given initial graph G0 for all G ∈
REACH(S,G0) holds G |= ΦF (cf. [7]). However, due
to the Turing-completeness of graph transformation sys-
tems with types checking them is restricted to finite mod-
els and thus does not fit to the considered class of prob-
lems. We therefore instead tackle the problem whether the



property ΦF is an inductive invariant. This is the case
if for all graphs G and for all rules r ∈ R holds that
G |= ΦF ∧ G →r G

′ implies G′ |= ΦF . If we have an
inductive invariant and the initial graphG0 fulfills the prop-
erty, then ΦF is also an operational invariant as inductive
invariants are stronger than their operational counterparts.

We can reformulate the definition of an inductive invari-
ant as follows to have a falsifiable form: a property ΦF is
an inductive invariant of a GTS S = (R, prio) if and only
if there exists no pair (G, r) of a graph G and a rule r ∈ R
such that G |= ΦF , G →r G′ and G′ 6|= ΦF . Such a
pair (G, r) which witnesses the violation of property ΦF by
rule r is then a counterexample for the initial hypothesis.

As explained in detail in [5], we can exploit the fact
that the application of a rule can only have a local effect
to verify whether a counterexample exists. A counterexam-
ple (G, r) can only exist when the local modification of G
by rule r is necessarily responsible for transforming the cor-
rect graph G into a graph that violates the property. In addi-
tion, to have a possible counterexample we require that the
rule r is not preempted by a rule r′ with higher priority.

As we can represent the infinite many possible coun-
terexamples by an only finite set of representative patterns
Θ(Rl, Fi) of graph patterns P ′ that are combinations of a
RHS Rl of a rule rl and a forbidden graph pattern Fi ∈ F
(cf. [5]), we can check that no counterexample exists (and
ΦF is thus an inductive invariant) only considering this fi-
nite set.

k 6= l

Rl

Fi

Ll

F ′i

Fj

Lk

Figure 8. Schema to check a potential coun-
terexample (P, rl) with resulting graph pat-
tern P ′ that is a combination of a RHS Rl of a
rule rl and a forbidden graph pattern Fi ∈ F

As depicted in Figure 8 we have to check for any graph
pattern P ′ ∈ Θ(Fi, Rl) for some Fi ∈ F and rl ∈ R
whether the pair (P, rl) with P defined by P →r P

′ is a
counterexample for ΦF or not as follows:

1. Check that the rule rl can be applied to graph pattern P
and that the resulting graph pattern is P ′ (this implies
that no rk∈R\{rl} exists with prio(rk)>prio(rl) that
matches P , due to the definition of rule application).

2. Check that there exists no Fj ∈ F with Fj v P (oth-
erwise P is already invalid).

We use the above conditions in our algorithm to check if
a counterexample exists. The algorithm performs this check
for any given rule (L,R)r ∈ R and forbidden graph pattern
F ∈ F . The algorithm therefore computes the set of all pos-
sible target graph patterns for R and the forbidden graph
pattern F (Θ(R,F )) and then derives the related source
graph patterns. The above sketched conditions are then
checked for all source graph pattern to decide whether the
source graph pattern P represents potentially safe graphs
that can be transformed into unsafe graphs by applying r. If
so, the pair (P, r) is a valid counterexample.

We have demonstrated in [5] that this problem can be
tackled algorithmically with an explicit as well as symbolic
algorithm. However, the solution developed so far did not
support time dependent behavior.

Figure 9. Witness against systems correct-
ness using the untimed verification

To exemplify the verification algorithm we consider the
following situation: Lk is moveSimple (see Figure 2) and
Fi is noDC (see Figure 7). In Figure 9 a possible pair of
source- and target graph pattern is shown. It could easily be
seen that the depicted target graph pattern is a combination
of moveSimple and noDC. As the source graph pattern does
not contain any forbidden subgraph the GTS is not safe.
Due the fact the clock constraints are not considered, we
have this negative result.

Timed Case. The extension of the modeling technique for
time dependent behavior as outlined in Section 3 changes
our checking problem considerably. In the employed timed
model, the behavior is described by rule applications and
time steps. Therefore, reaching a forbidden graph pattern in
principle could involve a rule application as well as a time
step. The basic idea to approach the checking is to extend
the untimed case by mapping the time related aspects on a
system of linear inequalities which can then be checked by
a constraint solver which require that all conditions of the
timed graph transformation system are linear.3

We can analogously to the untimed case formulate the

3It is to be noted that also early versions of UPPAAL (cf. [19]) relied
on constraint solving for the verification of real-time systems.



definition of an inductive invariant for the timed case in a
falsifiable form: a property ΦF with forbidden attributed
graph pattern (Fi, ψi) ∈ F is an inductive invariant of a
TGTS S = (R,Ru, prio) if and only if there exists no pair
((G,α), r) of an attributed graph (G,α) and an attributed
rule r ∈ R such that (G,α) |= ΦF , (G,α)→r→δ (G′, β),
and (G′, β) 6|= ΦF . Such a pair ((G,α), r) which witnesses
the violation of property ΦF by rule r is then a counterex-
ample for the timed case.4 Using the same idea as for the
untimed case we can lift this problem to attributed graph
pattern. Again, only a finite set of representative patterns
Θ((Fi, ψi), Rl, µl of graph patterns P ′ that are combina-
tions of a RHS Rl of a rule rl = ((Ll, φl), Rl, µl)rl and a
forbidden graph pattern (Fi, ψi) ∈ F have to be considered.
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(Ll,φl)

(F ′i,ψ
′
i)

(Fj,φj)

(Lk,φk)

t

tt1
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Figure 10. Schema to check a potential coun-
terexample ((P, φP ), rl) with resulting graph
pattern (P ′, φP ′) that is a combination of a
RHS Rl of a rule rl and a forbidden graph pat-
tern (Fi, ψi) ∈ F in the timed case

As depicted in Figure 10 we have to check for any graph
pattern (P ′, φP ′) ∈ Θ((Fi, ψi), Rl, µl) for some (Fi, ψi) ∈
F and rl ∈ R whether the pair ((P, φP ), rl) with (P, φP )
defined by (P, φP ) →r→δ (P ′, φP ′) is a counterexample
for ΦF or not as follows:

1. Check that the rule rl can be applied to attributed graph
pattern (P, φP ) and that the (P ′, φP ′) results from this
application plus a time step of length δ ≥ 0 (this im-
plies that no rk ∈ Ru \ {rl} exists with prio(rk) >
prio(rl) that matches (P, φP ) and that for all x ≤ δ
holds that (P ′, φP ′ 	 x) is matched by no rm ∈ Ru,
due to the definition of rule application).

2. Check that there exists no (Fj , φj) ∈ F with
(Fj , φj) v (P, φP ) (otherwise (P, φP ) is already in-
valid).

Therefore, the extended checking algorithm employs in
its first step a slightly adjusted version of the untimed algo-
rithm to derive potential counterexamples (see Figure 10).
For urgent rules with higher priority ((Lk, φk)) as well as

4This condition in fact requires that for an initial state (G,α) we check
not only (G,α) |= ΦF but also (G,α ⊕ x) |= ΦF for all x with
(G,α)→x (G,α⊕ x).

forbidden attributed graph patterns ((Fj , ψj)) holds in the
case they also contain clock constraints that a match found
in the source graph pattern does not directly invalidate the
counterexample but rather restrict the possible clock values.
We derive a system of linear inequalities LIE s to encode
which values for ts1, . . . , t

s
n are not excluded either by ur-

gent higher priority rules or forbidden graph patterns com-
bining the conditions iso(ψj) for all matches iso of Fj in
(P, φP ) and iso′(φk) for all matches iso′ of Lk in (P, φP ).

Concerning the application of the rule r, we have to take
into account that the rule may either not affect clock vari-
ables (which are therefore in their possible values deter-
mined by LIE s) or update them to a given constant. While
in the untimed case the match of the forbidden graph pattern
in the target graph pattern is sufficient to ensure that ΦF is
not valid any more, in the TGTS case the related forbidden
attributed graph pattern (Fi, ψi) may also require that the
clock variables fulfill the additionally specified conditions
(see the ψi area in the constraint space on the right-hand-
side of Figure 10). We therefore encode the continuous evo-
lution after the discrete step in an additional system of linear
inequalities LIE t with a special variable t and describe all
not updated clocks in the target graph pattern as tti = tsi + t
and the ones updated to ci as tti = ci + t.

In the untimed case, it was sufficient to check whether
the target graph pattern can be reached to judge whether the
forbidden graph can be reached. In the timed case urgent
rules may in fact prevent that we reach a clock evaluation
which fulfills the clock constraints of the structural embed-
ded forbidden graph patterns. This effect is encoded in a
third system of linear inequalities including boolean condi-
tions LIEu (see the φm area in the constraint space on the
right-hand-side of Figure 10). The system of linear inequal-
ities LIEu defines upper bounds for the special variable t.
These upper bounds could be computed from the conditions
of each embedded urgent rule. Assuming the condition φr
is an urgent rule’s condition we solve it for the special vari-
able t and hence yield an interval of points in time when the
urgent rule r is activated. As urgent rules have to be implied
as soon as they are applicable only the lower bounds of this
interval are of interest. These lower bounds will be used as
the upper bound for the special variable t in LIEu.

Thus, we can finally use the combination of the systems
of linear inequalities LIE s, LIE t, and LIEu to check that
the considered structural counterexample is also a coun-
terexample in the timed model.

We use the same setup as in untimed case to perform
the verification for the timed case. In addition to the
structural analysis the linear equation system has to be
feasible. For this small example the equation system is:
s1.timeAtTrack ≥ 10 ∧ 0 + t ≥ 5 which is obviously
feasible. The system could thus not be considered to be
safe. A inspection of the counterexample reveals that the



createDC rule (see Figure 4) is not excluding this case as
the rule was erroneously not defined as urgent.

Correcting the identified problem by defining the timed
graph transformation createDC as urgent, the linear equa-
tion system is augmented with the additional constraint
0 + t ≤ 3. This resulting linear equation system is un-
feasible, hence the pair shown in Figure 9 is not a witness
against the system’s correctness anymore.

Complete Checking. The complete algorithm performs
this check for any given rule ((Ll, φl), Rl, µl)rl ∈ R
and forbidden graph pattern (Fi, ψi) ∈ F by comput-
ing the related set of all possible target graph patterns
(Θ((Fi, ψi), Rl, µl) and then derives the related source
graph patterns. The above outlined cases are then employed
to decide whether the source graph pattern (P, φP ) repre-
sents potentially safe graphs that can be transformed into
unsafe graphs by applying r plus a time step δ. If so, the
pair ((P, φP ), r) is a valid counterexample.

We have used our algorithm to finally check that no wit-
ness can exist for the corrected timed model which thus has
been proven to be safe (does not exhibit any forbidden graph
pattern). The verification of the whole system for the timed
model lasts in average 329 ms, ca. 40 % of the time has
been spent for solving of the linear equation systems.5 Dur-
ing verification the algorithm expanded the 8 possible com-
binations of graph rules and forbidden graph patterns to 68
pairs of graph pattern.

If one compares the number of 6 graph transformations
and 15 forbidden subgraphs that were necessary for model-
ing the application example with an untimed model in [5]
with the 4 graph transformations and 2 forbidden subgraphs
we require for the timed model, the benefits of explicitly
modeling time with clocks and urgent graph transforma-
tions become obvious.6

6. Conclusion and Future Work

We presented how the safe creation and deletion of service
contracts modeled by class diagrams, collaborations, and
rules for the instantiation and termination of the collabora-
tions can be verified. The presented verification techniques
does not only address the dynamic structural changes due
to the ad-hoc networking using graph transformation the-
ory but also takes the real-time behavior of the rules into
account. Therefore, the presented approach in contrast to
former work in the area can also address solution where
the proper operation requires time related behavior. Analo-
gously to the arguments in [9] how to combine the untimed

5HW configuration: Intel P4 2.8GHz, 512MB running Linux 2.6.24
6The dramatic decrease for the number of forbidden graph patterns

from 15 to 2 has also be achieved by encoding some cardinality constraints
given by the class diagram within the structural checks themselves rather
than using additional forbidden subgraphs.

approach [5] with the verification of the collaborations in
[10], we can employ the presented technique for timed mod-
els to ensure the overall safety.

In the future we plan to investigate several directions:
going back not only a single but multiple steps and model-
ing a checking support for clock drift.
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